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Introduction

Oracle Enterprise Manager Ops Center is Oracle's comprehensive solution for
managing the assets in your data center: operating system, firmware, and BIOS
configuration, bare metal and virtual machine provisioning, hardware monitoring,
automatic My Oracle Support service request generation, and performance and energy
management.

Oracle Enterprise Manager Ops Center in the Data Center

After the assets have been discovered and brought under the management of the
software as described in the Oracle Enterprise Manager Ops Center Administration Guide,
you can do the following:

Use a single console to monitor, configure, provision, and update the assets
throughout their lifecycle, regardless of where an asset is located.

See the status of all assets and drill down to see details of a specific asset.
Track an individual asset’s status and view the history of all the assets of that type.
Track the progress of any incident investigation or service request.

Deploy new assets in a manner consistent with the existing assets because you use
profiles to set the attributes and plans to deploy the profiles to one target or many
targets.

Roles and Connection Modes

The role of user account and the product’s connection mode affects your ability to
perform operations:

All the actions that are included in your role are available in the Actions pane.
When you must accomplish a task and a necessary action is not available, your
administrator can add the role to your user account. When you log in again, the
action is available.

The required roles for using a feature are listed in each chapter. See the Oracle
Enterprise Manager Ops Center Administration Guide for information about the
different roles and the permissions they grant.

In Connected mode, deployment plans and profiles that rely on images and
packages use the current images and packages downloaded from Oracle and
vendor sites to the Enterprise Controller. If your site uses the product software in
Disconnected mode, the images and packages in your local knowledge base do not
change until your site acquires them.
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Changing the connection mode can be done easily and temporarily. See the Oracle
Enterprise Manager Ops Center Administration Guide for the procedure for changing
the connection mode.

User Preferences and Roles
You can change the way the user interface works:
=  Start In and Start Page Preferences
= Time Preferences
s Membership Graph Preferences
= User Preferences Summary
»  Preferences By Role

More information about the user interface is in the Oracle Enterprise Manager Concepts
Guide.

Start In and Start Page Preferences

You can select a section of the Navigation pane as your default view. For example, you
select Plans as the default view when you log in. The Assets and Administration
sections cannot be hidden. When you select Assets for display, you can choose a
default tab to display. Your preferences override the default view for your role and
any previous preferences that you.

Time Preferences

You can set various time intervals to control when the software takes an action or
performs an operation.

= Session timeout — Sets the interval to wait for activity before ending your user
interface session. The default value is 30 minutes. You can set the time to wait
from 5 to 120 minutes.

= Console timeout — Sets the interval to wait for activity from the serial console of
managed assets before ending the session. The default value is 120 minutes. You
can set the time to wait from 5 to 120 minutes.

s Connectivity check interval — Sets the time to wait before the software checks its
access to the Internet, Knowledge Base, and My Oracle Support Services. The
default value is 15 minutes and the minimum value is 1 minute.

= Table refresh frequency — Sets the time to wait before refreshing the tables in the
user interface. The default value is 30 seconds and the minimum value is 10
seconds.

= Job status popup duration — Sets the time to wait after a job completes to display a
status message window. The default value is 5 seconds.

Membership Graph Preferences

You can change the default orientation of the Membership Graph to left, right, top, or
bottom. You can choose the icon size as small or large and the level of depth for the
assets to be displayed in Membership Graph.

1-2 Oracle Enterprise Manager Ops Center Feature Reference Guide



How To Use This Collection

User Preferences Summary

The User Preferences Summary displays a summarized history of the preferences that
you have selected for your user preferences. You can view your set preferences for the
start page, time intervals, asset default tab, and the Membership Graph.

Preferences By Role

As an administrator, you can set preferences for each role. You can set the display
startup preferences, time interval settings, and an asset to be displayed. You can also
set the preferences of the membership graph through selecting the depth, icon size,
and orientation for the selected role.

How To Use This Collection

This document is divided into parts, not all of which are relevant to your site’s
activities or your role in the data center. Within each part, this document describes the
capabilities of the product software, organized by feature. Where it is practical, all
information about a feature is discussed in the same chapter. To avoid repetition, links
have been added to other chapters in the document and to the How To library.

All the documentation for the Oracle Enterprise Manager Ops Center 12¢ Release 1
software is located at this site: http://www.oracle.com/pls/topic/lookup?ctx=ocl21
including end-to-end examples located on the How to tab.

Use the site’s Search feature to search the entire library of product documents or a
specific document. The site can also convert the documents to PDF, EPUB, and
Mobipocket file formats.
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Asset Management

Asset management is the process through which you discover your assets and
organize them using groups and tags.

The following features and topics are covered in this chapter:

s Introduction to Asset Management

= Roles for Asset Management

= Actions for Asset Management

= Location of Asset Management Information in the User Interface
= Discovering and Managing Assets

s Using Tags

s Using Groups

= Related Resources for Asset Management

Introduction to Asset Management

Asset management is the process through which Oracle Enterprise Manager Ops
Center begins to manage and monitor your assets, which includes server hardware,
chassis, racks, network equipment, operating systems, virtualization software and
clustering software. Discovering and managing your assets is a prerequisite for almost
every action in the software.

Roles for Asset Management

Table 2-1 lists the tasks and the role required to complete the task. Contact your
administrator if you do not have the necessary role or privilege to complete a task. See
Oracle Enterprise Manager Ops Center Administration Guide for information about the
different roles and the permissions they grant.

Table 2-1 Asset Management Tasks and Roles

Task Role

View Assets Read

Add Assets Asset Admin
Find Assets Asset Admin
Create Discovery Profile Asset Admin
Update Management Credentials Security Admin
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Table 2-1 (Cont.) Asset Management Tasks and Roles

Task Role
Edit Asset Attributes Asset Admin
Edit Access Points Security Admin
Delete Assets Asset Admin
Edit Tags Asset Management
Create Group Asset Admin
Exalogic Admin
Edit Group Asset Admin
Exalogic Admin
Move Group Asset Admin
Exalogic Admin
Add or Remove Assets From a Group Asset Admin
Exalogic Admin
Delete Group Asset Admin
Exalogic Admin

Actions for Asset Management

You can perform a variety of asset management actions, depending on the needs of

your environment:

= Add Assets by Declaring Servers for OS Provisioning

= Add Assets by Declaring Servers for Service Processor Configuration

= Add Assets Using a Discovery Profile

= Find Assets

s Create a Discovery Profile
» Edit a Discovery Profile

= Copy a Discovery Profile

= Delete a Discovery Profile

= Install Agent Controllers From the Command Line

= Update Management Credentials

s Edit Asset Attributes
m  Delete Assets

m  Use Access Points

Location of Asset Management Information in the User Interface

Asset Management actions and information are located in several sections of the user

interface.
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Table 2-2 Location of Asset Management Information in the BUI

To Display:

Select:

Asset Discovery and Management actions Expand Assets in the Navigation pane.

Discovery Profiles

Expand Plan Management in the Navigation pane,
then select Discovery in the Profiles and Policies
section.

Discovering and Managing Assets

Assets that have been discovered and managed by Oracle Enterprise Manager Ops
Center can be monitored and targeted with jobs. You can discover assets by using
specific discovery criteria, by running a search for service tags, or by specifying server
information.

After assets have been discovered, they are automatically managed, giving Oracle
Enterprise Manager Ops Center full access to the assets and enabling you to monitor,
update, and provision them. For an asset to be managed, it must be accessible on a
network that is associated with a Proxy Controller.

Hardware assets are managed using a set of credentials. Operating systems and
virtualization software can be managed using an Agent Controller installed on the
system or using only a set of credentials.

Some features are not available when the operating system is managed agentlessly.
Table 2-3 shows the information that are available for each management type.

Table 2-3 Information Available for Agent Managed and Agentlessly Managed Assets

Tab or Feature Agent Managed Agentlessly Managed
Dashboard Yes Yes
Summary Yes Yes
Libraries Yes No
Storage Yes No
Utilization Yes Yes
Analytics Yes Limited
Virtualization Analytics for  Yes, if the guest is No
Oracle VM Server agent-managed

Virtualization Analytics for  Yes, if the global zone is No
Oracle Solaris 10 Zones agent-managed or if the

non-global zone is
agent-managed.

Networks Yes No
Incidents Yes Yes
Monitoring Yes Yes
Charts Yes Yes
Terminal Yes No
Jobs Yes Yes
Configuration Yes Yes
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Declaring Servers for OS Provisioning

The Declare Server option lets you declare one or more bare metal systems in
preparation for OS provisioning, even if the systems have no service processor.

You can declare a single server by entering the server information directly into the
wizard, or declare multiple servers using a discovery file containing the information
for all of the servers.

To declare a single server for OS Provisioning, select All Assets in the Navigation
pane, then click Add Assets in the Actions pane. Select Manually Declare a Server to
be a Target of OS provisioning., then select Declare a Single Server. Enter the server
information, then click Declare Asset.

m  Server Name — Name of the server in the Ul

s IP Address — Specify an IP address to route the discovery to the correct Proxy
Controller. You do not need to use a server's actual IP address. You can use an IP
address that is on the same subnet as that of the server to be discovered.

= Model Category — Select the category in which the asset model appears.
= Model - The model of the asset.

s MAC Address and Port combination — Used to connect to the server once it is
available on the network. Click the Add or Edit icons to add or edit a MAC
Address/Port combination, then select the combination.

Enter a logical port name for each network interface. One of these logical port
names must be GB_0. Available logical port names are GB_0 through GB_11. You
can also use mgmt as a management port. These logical port names will be
mapped to network interfaces after the asset has been provisioned, according to
the MAC addresses that you specify. If the server has only one network interface,
use GB_0.

Enter the MAC addresses of the network interfaces in the server that you want to
declare.

To declare multiple servers for OS Provisioning, perform the following steps:
Create a discovery file using the format in the example below.

1. Select All Assets in the Navigation pane, then click Add Assets in the Actions
pane.

2. Select Manually Declare a Server to be a Target of OS Provisioning, then select
Declare All Servers.

3. Enter the location of the discovery file, then click Declare Asset.

Example Discovery File
Here is an example of a discovery file.

<?xml version='1.0"' encoding='utf-8'?>

<servers>

<server name="T5440" model="Sun SPARC Enterprise T5440 Server"
guid="12345678"
proxyHostname="server"
ipAddress="10.0.0.0" >

<ethernetPort name="GB_0" mac="01:23:45:67:89:AB"/>

</server>

</servers>

The following variables can be used:
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server name — The name that the server has in the Ul

model — Must be a model supported by Oracle Enterprise Manager Ops Center
guid — A unique identifier for the server

proxyHostname — The Proxy Controller to be used to connect to the server
ipAddress — The IP address for the server

netmask - (Optional.) The netmask for the server

gateway — (Optional.) The gateway for the server

unconfigured — (Optional.) Specifies that the server is unconfigured when set to
true.

ethernetPort — Used to connect to the server once it is available on the network.
You can specify multiple Ethernet ports. Includes:

— Ethernet port name — The name of the Ethernet port

— Ethernet Port mac — The MAC address for the Ethernet port

Declaring Servers for Service Processor Configuration

The Declare Servers for Service Processor Configuration option lets you declare one or
more bare metal systems in preparation for service processor configuration.

The assets being declared do not need to be physically connected to the network at the
time of the discovery, because the assets produced by an asset declaration are skeletal
representations of the real assets. These assets can then be targeted with service
processor configuration jobs. Once the real assets are connected to the network,
provisioned and discovered, they are correlated with the declared version into
complete assets.

To declare unconfigured assets for service processor configuration, perform the
following steps:

1.

Select All Assets in the Navigation pane, then click Add Assets in the Actions
pane.

Select Declare an Unconfigured Hardware Asset, then enter data for the servers
to be declared:

= Number of Servers — The total number of servers to be discovered.
= Model Categories — The model category of the servers.

= Model - The specific model of the servers.

= Server Names — The names of the servers, including;:

- DPrefix — A prefix that appears before each server name. This field is
required.

- Starting Number — The number of the first server. The number is
increased by one for each additional server. This field is required.

- Suffix — A suffix that appears after each server name.
s Network — The network on which the server or servers is added.
s [P addresses — The IP addresses to be used for the servers.

s MAC Addresses — The MAC Addresses of the servers.
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Figure 2-1, "Declare Unconfigured Hardware Assets" shows the Declare
Unconfigured Hardware Assets Wizard.

Figure 2—1 Declare Unconfigured Hardware Assets

Declare Unconfigured Hardware Assets #* Indicates Required Fisld

You can declare one or more unconfigured hardware assets, which can then be
targeted with Configure Service Processor deployment plans. Unconfigured
assets are assets without set network parameters.

* Mumber OF

SErvYers:

* Model »
Categories:

* Model: w

* Server Names: Automatic Naming, Prefix:
Starting Mumber:
Suffix:

* Metwork: »

*IP Addresses: | Eppqr comma-separated IP addresses and/or an IP range for the serve

*MAC Addresses: | Erier comma-separated MAC addresses for the servers

3. C(lick Declare Asset.

Adding Assets Using a Discovery Profile

After you have created a discovery profile, you can run it to discover and manage
assets. This lets you discover assets using a pre-existing set of protocols and
credentials, and manage assets consistently.

To declare unconfigured assets for service processor configuration, perform the
following steps:

1. Inthe Navigation pane, select All Assets.
2. In the Actions pane, click Add Assets.

3. Select Add and Manage Various Types of Assets via Discovery Probes, then
select a discovery profile.

4. Add or edit the IP addresses, host names, and credentials for the targets, then click
Add Now.

Any host names must be resolvable from the Enterprise Controller to be
discovered.

Finding Assets

Service tags are small XML files containing product information. Many Oracle systems
come equipped with service tags. If you have hardware assets equipped with service
tags, you can discover them using the Find Assets Wizard. This method lets you
discover large numbers of assets quickly.
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The Find Assets Wizard searches known networks for service tags, then uses
credentials that you specify to manage the discovered assets.

Products without service tags cannot be discovered using this method. For example,
ALOM systems do not have service tags.

To find assets, perform the following steps:
1. Inthe Navigation pane, select All Assets.
2. In the Actions pane, click Find Assets.
3. Select Run Discovery Now.
4

When the initial discovery is complete, select the assets in each category
(hardware, operating systems, and engineered systems) that you want to manage
and provide credentials for them, then click Finish.

Creating a Discovery Profile

You can create a discovery profile and then discover the assets that comply with the
profile.

To create a discovery profile, perform the following steps:
1. In the Navigation pane, click Plan Management.

2. Under Profiles and Policies, click Discovery.

3. Inthe Actions pane, click Create Profile.

Figure 2-2, "Create Discovery Profile" shows the Identify Profile step of the Create
Profile Wizard.

Figure 2-2 Create Discovery Profile

Identify Profile * Indicates Required Field

* Name:

Description:

Asset Type: - Cperating Systems
e D Server Hardware
e} ing Cracle Engineered Systems
& [ Oracle v
=] Q Storage
2 B Metwwarking
=) D Detacenter Infrastructure

=] % Clugter Procucts

4. Enter a name for the discovery profile and select a type of asset to discover. You
can also add a description. Click Next.
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5. (Optional.) Click the add icon to add one or more tags to discovered assets, then
click Next.

6. (Optional.) Click the add icon to add one or more IP ranges. If you do not add IP
ranges when creating a discovery profile, you can do so when you run the profile.
Enter the following information for each IP range:

= Name - A name for the IP range.
s Description — A description of the IP range.

= Network — Identify the managed network associated with the host names or IP
addresses to route the discovery to the correct Proxy Controller. Select
Automatic to route the job to the most appropriate Proxy Controller. The IP
address of a target must resolve to only one known network for automatic
routing to succeed.

= [P ranges — An IP range or comma-separated list of IP addresses. If you want
to target specific host names, you must enter them when you run the
discovery profile.

7. Provide the discovery credentials information, then click Next.

s Click New to add new discovery credentials for each protocol, or click Select
to select an existing set of credentials.

= Select Deploy Agent Controller to deploy an Agent Controller on discovered
operating systems, or select Manage Without Agent Controller to manage
discovered operating systems without installing an Agent Controller.

»  If the service tag parameters have been modified for the target assets, enter the
Service Tag parameters:

Service tag passphrase — Necessary if a service tag has been configured to be
encrypted.

Service tag port — Necessary if a service tag has been configured to use a port
other than the default of 6481.

Service tag timeout — The default value is 20 seconds.

8. Review the summary and click Finish to create the discovery profile.

Editing a Discovery Profile

To edit a discovery profile, perform the following steps:
1. In the Navigation pane, click Plan Management.

2. Under Profiles and Policies, click Discovery.

3. Select the profile and click the Edit Profile icon.
4

Edit any of the information in the discovery profile, then click Finish to save your
changes.

Copying a Discovery Profile

To copy a discovery profile, perform the following steps:
1. In the Navigation pane, click Plan Management.
2. Under Profiles and Policies, click Discovery.

3. Select the profile and click the Copy Profile icon.
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4. Edit any of the information in the discovery profile, then click Finish to save the
new discovery profile.

Deleting a Discovery Profile

To delete a discovery profile, perform the following steps:
1. In the Navigation pane, click Plan Management.
2. Under Profiles and Policies, click Discovery.

3. Select the profile and click the Delete Profile icon. The discovery profile is deleted.

Installing Agent Controllers From the Command Line

Use these procedures to install an Agent Controller and to register the target system.

Before You Begin
To use the agentadm command, you need the following information:

= Administrative user name on the Enterprise Controller — Configuring an Agent
Controller using user credentials requires using an administrative user account
that exists on the Enterprise Controller. This user account provides authentication
that supports Agent Controller registration. Use this user name as the argument
for the agentadm -u option.

= Password for the administrative user name on the Enterprise Controller — If you
use user credentials to configure your Agent Controller, use this password to
populate the /var/tmp/0C/mypasswd file. Then use this file name as the argument
for the agentadm -p option.

s The auto-reg-token registration token from the
/var/opt/sun/xvm/persistence/scn-proxy/connection.properties file on the
appropriate Proxy Controller — If you decide not to use user credentials to
configure your Agent Controller software, use this token to populate the
/var/tmp/OC/mytoken file. Then use this file name as the argument for the
agentadm -t option.

= IP address or host name of the Proxy Controller with which you will associate the
Agent Controller — Use this IP address or host name as the argument for the
agentadm -x option. Typically, you would associate the Agent Controller with the
Proxy Controller that is connected to the same subnet as the target system.

»  The IP address of the network interface that the Agent Controller will use for
registration — Use this IP address as the argument for the agentadm -a option.

Some example agentadm commands in this procedure use the alternative
administrative user name droot. In these examples, the droot user exists on the
Enterprise Controller.

When you install an Agent Controller on a global zone, the Agent Controller
installation installs, or upgrades to Java Runtime Environment (JRE) 1.6.0_31. Later
versions of JRE are not affected.

To Manually Install and Configure an Agent Controller Using User Credentials

This procedure creates a file that holds the password of the administrative user for
your Oracle Enterprise Manager Ops Center installation.
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1. On the Enterprise Controller, change to the /var/opt/sun/xvm/images/agent/
directory, and list the files that it contains. This directory contains the Agent
Controller installation archives. For example:

# cd /var/opt/sun/xvm/images/agent/

# 1s

OpsCenterAgent.Linux.i686.12.1.0.zip
OpsCenterAgent.Linux.i686.12.1.0.zip.sig
OpsCenterAgent.Sun0S.1386.12.1.0.zip
OpsCenterAgent.Sun0S.1386.12.1.0.zip.sig
OpsCenterAgent.Sun0S.sparc.12.1.0.zip
OpsCenterAgent.SunOS.sparc.12.1.0.zip.sig
#

2. Identify the Agent Controller archive that is appropriate for the system where you
intend to install the Agent Controller.

3. On the system where you want to install the Agent Controller (the target system),
create a directory named /var/tmp/0C.

# mkdir /var/tmp/0C

4. Use scp or ftp to transfer the correct Agent Controller archive from the Enterprise
Controller to the /var/tmp/0C directory on the target system. Respond to any
authentication or confirmation prompts that are displayed. For example:

# scp OpsCenterAgent.SunOS.sparc.12.1.0.zip root@10.5.241.74:/var/tmp/0C
Password:

OpsCenterAgent.S 100%
|*********************************************************************| 34695
KB 00:32

#

5. On the target system, change to the /var/tmp/0C directory.

# cd /var/tmp/0C
#

6. Use the unzip command to uncompress the Agent Controller archive. For
example:

# unzip OpsCenterAgent.SunOS.sparc.12.1.0.zip
(output omitted)

7. Runthe install -a scriptin the OpsCenteragent directory. For example:

# OpsCenterAgent/install -a

Installing Ops Center Agent Controller.

No need to install 120900-04.

No need to install 121133-02.

No need to install 119254-63.

No need to install 119042-09.

No need to install 121901-02.

No need to install 137321-01.

Installed SUNWjdmk-runtime.

Installed SUNWjdmk-runtime-jmx.

(output omitted)

6 patches skipped.

19 packages installed.

Installation complete.

Detailed installation log is at /var/scn/install/log.
Uninstall using /var/scn/install/uninstall.
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10.

#

Create an empty file named /var/tmp/0C/mypasswd, and set its permission mode
to 400. For example:

# touch /var/tmp/O0C/mypasswd
# chmod 400 /var/tmp/OC/mypasswd

Edit the /var/tmp/0C/mypasswd file so that it contains the password for the
administrative user that exists on the Enterprise Controller to which the Proxy
Controller is connected. The following echo command appends the password to
the /var/tmp/0C/mypasswd file. Replace password with the correct password. For
example:

# echo 'password' > /var/tmp/OC/mypasswd

Use the agentadm command to associate the Agent Controller with the Proxy
Controller.

ms  Oracle Solaris OS — Use the /opt/SUNWxvmoc/bin/agentadm command.

s Linux OS - Use the /opt/sun/xvmoc/bin/agentadm command. The example
commands below use the following options:

= configure — Causes an Agent Controller configuration operation to take place.

= -u-—Specifies the administrative user that exists on the Enterprise Controller to
which the Proxy Controller is connected. Be certain that the password that you
specified in the /var/tmp/0C/mypasswd file is correct for the user that you
specify for this option.

Note: The example below uses droot as the administrative user.

= -p —Specifies the absolute path name of the file that contains the password for
the user that you specified with the -u option.

= -x —Specifies the IP address or host name of the Proxy Controller to which this
Agent Controller will connect.

»  -a-—Specifies the IP address to use during Agent Controller registration. This
selects the network interface that the Agent Controller will use for registration.
Accept the server's certificate when prompted. For example:

# /opt/SUNWxvmoc/bin/agentadm configure -u droot -p /var/tmp/OC/mypasswd -x
172.20.26.218

agentadm: Version 1.0.3 launched with args: configure -u droot -p
/var/tmp/0C/mypasswd -x 10.0.0.0

workaround configuration done.

Certificate:

Serial Number: 947973225

Version: 3

Issuer: CN=flyfishing_scn-proxy_ca

Subject: CN=flyfishing scn-proxy_Agent Controller

Not valid before: Thu Jun 19 15:36:59 MDT 1969

Not valid after: Thu Apr 19 15:36:59 MDT 2029

Certificate:

Serial Number: 1176469424

Version: 3

Issuer: CN=flyfishing_scn-proxy_ca

Subject: CN=flyfishing_ scn-proxy_ca

Not valid before: Thu Jun 19 15:36:56 MDT 1969
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Not valid after: Thu Apr 19 15:36:56 MDT 2029

Accept server's certificate? (y|n)

Yy

Connection registered successfully.

scn-Agent Controller configuration done.

Checking if UCE Agent Controller process is still running, it may take a
couple of minutes

Process is no longer running

UCE Agent Controller is stopped.

UCE Agent Controller is in [online] state.

Checking if UCE Agent Controller process is up and running ...
The process is up and running.

UCE Agent Controller is started.

Added the zone configuration automation successfully.

Added the service tags recreate script successfully.

#

Error messages similar to Connection cannot be registered in the following
example typically indicate problems with the user credentials that you
specified in the agentadm command. In this example, the user droot was not
authenticated on the Enterprise Controller. If you see this error, check that the
user name that you supplied for the agentadm -u option, and the password in
the file that you specified for the agentadm -p option, match an existing
administrative user on the Enterprise Controller.

Accept server's certificate? (y|n)

y

Error with connection to CRS: com.sun.scn.connmgt.SCNRegClientException:
droot, Code: 4, Code: 4

ERROR : Connection cannot be registered.

Code--2

sc-console registration failed on [2].

sc-console : User authentication error.

Error executing step : sc_console

If the system where you are installing the Agent Controller has multiple active
network interfaces, you can use the -a option to specify the IP address of the
interface that you want to use for Agent Controller registration. For example:

# /opt/SUNWxvmoc/bin/agentadm configure -u droot -p /var/tmp/OC/mypasswd -x
10.0.0.0 -a 10.0.0.1
(output omitted)

11. If you encountered a Connection cannot be registered error message from the
agentadm command, use agentadm to unconfigure the Agent Controller. For
example:

# /opt/SUNWxvmoc/bin/agentadm unconfigure

agentadm: Version 1.0.3 launched with args: unconfigure
verified sc_console command is OK

End of validation

{output omitted}

End of configuration.

After the Agent Controller has been unconfigured, correct the problem that was
indicated by the error message, and re-run the agentadm configure command.

12. Use the sc-console command to list the Agent Controller connection. For
example:

# sc-console list-connections
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scn-Agent Controller https://10.0.0.0:21165
urn:scn:clregid:abcdef12-6899-4bcc-9ac7-abebaf71c1£5:20090420171121805
#

To Manually Install and Configure an Agent Controller Using a Token
This procedure uses a token to configure your Agent Controller software.

1.

On the Enterprise Controller, change to the /var/opt/sun/xvm/images/agent/
directory, and list the files that it contains. This directory contains the Agent
Controller installation archives. For example:

# cd /var/opt/sun/xvm/images/agent/

# 1s

OpsCenterAgent.Linux.1686.12.1.0.zip
OpsCenterAgent.Linux.1686.12.1.0.zip.sig
OpsCenterAgent.Sun0S.1386.12.1.0.zip
OpsCenterAgent.Sun0S.1386.12.1.0.zip.sig
OpsCenterAgent.SunOS.sparc.12.1.0.zip
OpsCenterAgent.SunOS.sparc.12.1.0.zip.sig
#

Identify the Agent Controller archive that is appropriate for the system where you
intend to install the Agent Controller.

On the system where you want to install the Agent Controller (the target system),
create a directory named /var/tmp/0C.

# mkdir /var/tmp/0C

Use scp or ftp to transfer the correct Agent Controller archive from the Enterprise
Controller to the /var/tmp/0C directory on the target system. Respond to any
authentication or confirmation prompts that are displayed. For example:

# scp OpsCenterAgent.SunOS.sparc.12.1.0.zip root@10.5.241.74:/var/tmp/0C
Password:

OpsCenterAgent.S 100%
|*****‘k**‘k******‘k*****************************************************| 34695
KB 00:32

#

On the target system, change to the /var/tmp/0C directory.

# cd /var/tmp/0C
#

Use the unzip command to uncompress the Agent Controller archive. For
example:

# unzip OpsCenterAgent.SunOS.sparc.12.1.0.zip
(output omitted)

Run the install -a script in the OpsCenterAgent directory. For example:

# OpsCenterAgent/install -a

Installing Ops Center Agent Controller.
No need to install 120900-04.

No need to install 121133-02.

No need to install 119254-63.

No need to install 119042-09.

No need to install 121901-02.

No need to install 137321-01.

Installed SUNWjdmk-runtime.
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Installed SUNWjdmk-runtime-jmx.

(output omitted)

6 patches skipped.

19 packages installed.

Installation complete.

Detailed installation log is at /var/scn/install/log.
Uninstall using /var/scn/install/uninstall.

#

8. On the Proxy Controller that will communicate with this Agent Controller
instance, examine the
/var/opt/sun/xvm/persistence/scn-proxy/connection.properties file. The last
line in this file contains the auto-reg-token that is required for Agent Controller
registration. For example:

# cat /var/opt/sun/xvm/persistence/scn-proxy/connection.properties
#Generated by a program. Do not edit. All manual changes subject to deletion.

(output omitted)

trust-store=/var/opt/sun/xvm/security/jsse/scn-proxy/truststore
auto-reg-token=abcdef12-1700-450d-b038-ece0£9482474\:1271743200000\:T
#

9. On the system where you have installed the Agent Controller software, create an
empty file named /var/tmp/0C/mytoken, and set its permission mode to 400. For
example:

# touch /var/tmp/OC/mytoken
# chmod 400 /var/tmp/OC/mytoken

10. Edit the /var/tmp/0C/mytoken file so that it contains the auto-reg-token string
from Proxy Controller with the following changes:
s Remove the auto-reg-token=.
= Remove any backslash characters from the token string. For example:

abcdefl12-1700-450d-b038-ece0£9482474:1271743200000:T

11. Use the agentadm command to associate the Agent Controller with a Proxy
Controller.
= Oracle Solaris OS — Use the /opt/SUNWxvmoc/bin/agentadm command.

s Linux OS - Use the /opt/sun/xvmoc/bin/agentadm command. The example
commands below use the following options:

= configure — Causes an Agent Controller configuration operation to take place.

»  -t—Specifies the absolute path name of the file that contains the registration
token.

= -x - Specifies the IP address or host name of the Proxy Controller to which this
Agent Controller will connect.

»  -a—Specifies the IP address to use during Agent Controller registration. This
selects the network interface that the Agent Controller will use for registration.
Accept the server's certificate when prompted. For example:

# /opt/SUNwWxvmoc/bin/agentadm configure -t /var/tmp/OC/mytoken -x 10.0.0.0
agentadm: Version 1.0.3 launched with args: configure -t
/var/tmp/0C/mytoken -x 10.0.0.0
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12.

13.

workaround configuration done.

Certificate:

Serial Number: 947973225

Version: 3

Issuer: CN=flyfishing_scn-proxy_ca

Subject: CN=flyfishing scn-proxy_Agent Controller
Not valid before: Thu Jun 19 15:36:59 MDT 1969
Not valid after: Thu Apr 19 15:36:59 MDT 2029

Certificate:

Serial Number: 1176469424

Version: 3

Issuer: CN=flyfishing_scn-proxy_ca

Subject: CN=flyfishing_ scn-proxy_ca

Not valid before: Thu Jun 19 15:36:56 MDT 1969
Not valid after: Thu Apr 19 15:36:56 MDT 2029

Accept server's certificate? (y|n)

Yy

Connection registered successfully.

scn-Agent Controller configuration done.

Checking if UCE Agent Controller process is still running, it may take a
couple of minutes

Process is no longer running

UCE Agent Controller is stopped.

UCE Agent Controller is in [online] state.

Checking if UCE Agent Controller process is up and running ...
The process is up and running.

UCE Agent Controller is started.

Added the zone configuration automation successfully.

Added the service tags recreate script successfully.

#

If the system where you are installing the Agent Controller has multiple active
network interfaces, you can use the -a option to specify the IP address of the
interface that you want to use for Agent Controller registration. For example:

# /opt/SUNwWxvmoc/bin/agentadm configure -t /var/tmp/OC/mytoken -x 10.0.0.0

-a 10.0.0.1

(output omitted)
If you encountered a Connection cannot be registered error message from the
agentadm command, use agentadm to unconfigure the Agent Controller. For
example:

# /opt/SUNWxvmoc/bin/agentadm unconfigure

agentadm: Version 1.0.3 launched with args: unconfigure
verified sc_console command is OK

End of validation

{output omitted}
End of configuration.

After the Agent Controller has been unconfigured, correct the problem that was
indicated by the error message, and re-run the agentadm configure command.

Use the sc-console command to list the Agent Controller connection. For
example:

# sc-console list-connections
scn-Agent Controller https://10.0.0.0:21165
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urn:scn:clregid:abcdefl12-6899-4bcc-9ac7-abebaf71c1£5:20090420171121805
#

Using Management Credentials

Oracle Enterprise Manager Ops Center stores the credentials that are used to manage
each asset. You can update, edit, and delete these credentials.

Upgrading Management Credentials From a Prior Version

Assets that were discovered and managed in prior versions of Oracle Enterprise
Manager Ops Center might not have management credentials associated with them.
You can associate new or existing sets of credentials with these assets.

If a discovered asset is blacklisted, the same can be removed by updating the
management credentials.

To upgrade management credentials, perform the following steps:
1. On the Navigation pane, select All Assets.
2. In the Actions pane, click Upgrade Management Credentials.

3. Select an asset category: operating systems; servers; or chassis, m-series, and
switches.

4. Select one or more assets of that category.

= To assign an existing set of credentials, select Assign existing set and then
select an existing set of credentials.

= To assign a new set of credentials, select Create and assign new set and then
enter a protocol, name, and credential information.

Updating Management Credentials
You can change the set of management credentials used by an asset or group of assets.

To update management credentials, perform the following steps:
1. On the Navigation pane, select an asset or group.
2. In the Actions pane, click Update Management Credentials.

3. Click Select to select an existing set of credentials, or click New to create a new set.

Creating Management Credentials

You can create a new set of management credentials. These credentials can then be
used to discover and manage new assets or to manage existing assets.

To create management credentials, perform the following steps:
1. On the Navigation pane, under Administration, select Credentials.
2. In the Actions pane, click Create Credentials.

3. Select a protocol, then enter a name for the set of credentials and the information
required by the protocol.

4. Click Create to create the management credentials.

Using Custom SSH Keys for OS Discovery

You can use SSH keys as an option when performing the OS discovery.
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You must create SSH keys on each PC that might access the target asset and also add
the SSH public key to the ~/.ssh/authorized_keys location on the remote OS or use
the hardware's web interface to upload the public keys.

1.
2.

On the Navigation pane, under Administration, click Credentials.

In the Actions pane, click Create Credentials.

Figure 2-3 Create Credentials

Oracle Enterprise Manager Ops Center - Create Credentials [ <]

Create Credentials ORACLE"

* Indicates Reguired Field
“Name: |y

Description:

S5H
* Authentication Type: (7) Password () Custom SSH Key
*Login User: | oot

* Private Key File on | -y schfig rsa
Proxy Controller(s): =

Passphrase: | sssss
Confirm Passphrase: | sesss
Privileged Role: |
Role Password:
Confirm Password:

*SSHPort: | 2o

Create | Cancel |

N o g 0

9.

10.
11.

In the Name field, enter a name for the credential.

In the Description field, enter a description for the credential.

In the SSH section, select Custom SSH Key as Authentication Type.
In the Login User field, enter the login credential.

In the Private Key File on Proxy Controller(s) field, the location is set by default;
change this value if you want to refer to other keys.

In the Passphrase field, enter the passphrase, if one was specified, that was set
when the key was created.

In the Confirm Passphrase field, enter the passphrase again.
In the SSH Port field, enter the SSH port number, the default is 22.
Click Create.

For a nonprivileged user, enter the Privileged User role credentials in the Privileged
Role and Role Password fields respectively.
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Editing Management Credentials

You can edit an existing set of management credentials to reflect changes to the
managed assets.

To edit management credentials, perform the following steps:
1. On the Navigation pane, under Administration, select Credentials.
2. In the center pane, select a set of credentials and click the Edit Credentials icon.

3. Edit the description and the information required by the protocol, then click
Update to save the changes.

Copying Management Credentials
You can copy an existing set of management credentials to create a new set.

To copy management credentials, perform the following steps:
1. On the Navigation pane, under Administration, select Credentials.
2. In the center pane, select a set of credentials and click the Copy Credentials icon.

3. Edit the name, description, and the information required by the protocol, then
click Copy to save the new set of credentials.

Deleting Management Credentials

You can delete an existing set of management credentials. Discovery profiles that use
the credentials might no longer function, and Agentless assets that are managed using
the credentials must be given a new set.

To delete management credentials, perform the following steps:
1. On the Navigation pane, under Administration, select Credentials.
2. In the center pane, select a set of credentials and click the Delete Credentials icon.

3. Click OK to delete the credentials.

Editing Asset Attributes

All assets have a description and a set of tags that can be edited.
The description field can be used for descriptive information about a system.

You can use tags to categorize assets and simplify later searches. Each tag consists of a
tag name and a value.

To edit asset attributes, perform the following steps:
1. On the Navigation pane, under Assets, select an asset.
2. Inthe Actions pane, click Edit Asset.

3. Edit the name, description, and tags, then click Save.

Using Access Points

An asset's access points show how Oracle Enterprise Manager Ops Center connects to
the asset.

The following are possible access points:

» The discovery credentials used to discover the asset.
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The discovery credentials used to discover a related asset. For example, an access
point for a service processor is the discovery credentials of its operating system.

Agent Controller installed on the asset.

A virtual asset's virtualization host.

To view access points, select an asset and click the Configuration tab.

To delete an access point, perform the following steps:

1.

2.

Deleting Assets

On the Navigation pane, under Assets, select an asset and click the Configuration
tab.

Select one or more access points, then click Delete Access Point.

The Delete Asset option uninstalls Agent Controller software if it is present, removing
the asset from Oracle Enterprise Manager Ops Center. All data for the asset is
removed. You delete assets to stop managing them with Oracle Enterprise Manager
Ops Center.

The operating systems that support the Enterprise Controller and Proxy Controllers
cannot be deleted or removed.

Note: Deleting a global zone also deletes its non-global zones.
However, if a global zone is managed with an Agent Controller, its
non-global zones continue to be managed agentlessly even if their
Agent Controllers are removed.

To Delete Assets

1.
2

Click All Assets in the Assets section of the Navigation pane.

Select the asset or assets that you want to delete from the Managed Assets or
Unprocessed Assets tabs.

Click Delete Asset.

If the assets do not have Agent Controllers, a confirmation window is displayed.
Click Delete. A job is launched to delete the assets.

If the assets have Agent Controllers, the Management Credentials page is
displayed. Provide management credentials using one of the following methods:

s Click New to create a new set of credentials. Enter a name and the credential
information, then click Ok.

»  Click Select to select an existing set of credentials. Select an existing set of
credentials, then click Ok.

Click Next.
The Summary page is displayed.

Review the summary, then click Finish.

Special Discovery and Management Procedures

Most assets can be discovered and managed using the procedures in Discovering and
Managing Assets. However, some types of assets must be discovered or managed
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using special procedures. Use these procedures when any of the following asset types
is discovered or managed.

= Oracle Solaris 11 — You can discover and manage Oracle Solaris 11 operating
systems only if the Enterprise Controller and Proxy Controller are installed on
Oracle Solaris 11 and the Oracle Solaris 11 Update Library is configured.

= Microsoft Windows — You must enable Windows Management Instrumentation
(WMI) on Microsoft Windows systems before discovering them. Once WMI is
enabled, they can be discovered normally.

= Sun SPARC Enterprise M-Series Servers — You must ensure that user privileges
and the status of each dynamic system domain are correct before discovering a
Sun SPARC Enterprise M-Series server.

= Sun ZFS Storage Appliances — You must discover both the storage appliance and
its service processor, and follow special procedures to manage them.

= Oracle Solaris Clusters — You must discover and manage Oracle Solaris Clusters in
a specific order so that Oracle Enterprise Manager Ops Center can manage the
entire cluster.

Windows Systems

Microsoft Windows systems can be discovered and managed using normal discovery
and management procedures. However, before the system can be discovered, the
Windows Management Instrumentation (WMI) utility must be configured and have
access through the Windows Firewall or Internet Connection Firewall.

To Enable WMI

This procedure allows the Enterprise Controller or a Proxy Controller to connect to the
target system.

1. Log in to the WMI on the target host.

Click Administrative Tools, then click Computer Management.
Expand Services and Applications.

On WMI Control, right click Properties.

Click the Security tab.

Click the Security button.

Select the Administrators group.

® N o g » 0 b

Select the option to allow Remote Enable.

To Allow WMI Through the Windows Firewall
This procedure allows WMI to send data through the target system's firewall.

1. Go to the command prompt on the target system.
2. Use the netsh command to allow WMI to send data through the firewall.
= On Windows Server 2008 R2, use the following command:

netsh advfirewall firewall set rule group="remote administration" new
enable=yes

= On other Windows systems, use the following command:

netsh firewall set service RemoteAdmin enable
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Servers

Most servers can be discovered using the normal discovery and management
procedures. However, certain servers must be properly configured before they can be
discovered and managed.

Discovering a SPARC Enterprise M-Series Server

The SPARC Enterprise M-series servers have a dedicated processor for system control
that is independent of the system processor. A SPARC Enterprise M3000, M4000, and
M5000 server has one service processor. The SPARC Enterprise M8000 and M9000
servers, each have two service processors; however, only one service processor is
active at a time. The eXtended System Control Facility (XSCF) firmware runs on the
dedicated service processor. The firmware manages hardware configuration, monitors
cooling system (fan units), domain status, and error status, and can power on and
power off peripheral devices.

The XSCF firmware can also create dynamic system domains. Each domain is a logical
unit that can function as a system. An Oracle Solaris OS can operate in each domain.

To discover a Sun or Fujitsu SPARC Enterprise® M3000, M4000, M5000, M8000, or
M9000 server, run an Add Assets Using Discovery Profile job for the XSCF service
processor. The discovery job discovers the XSCF service processor and its dynamic
system domains.

Perform the following tasks to discover this type of asset:

1. In the XSCF service processor, create a user account with platadm privilege if one
does not exist.

2. Ensure that user privileges and the status of each dynamic system domain are
correct.

3. Check the status of each dynamic system domain, using the showdomainstatus -a
command. Oracle Enterprise Manager Ops Center can only discover domains that
do not have a "-" status.

4. Log in to the XSCF shell from an XSCF-LAN port or from the serial port.
5. Discover the system using the Add Assets Using a Discovery Profile procedure.

A Discovery job is launched. Dynamic system domains and the XSCF service
processor are discovered at the same time.

When the job is complete, the XSCF service processor and the dynamic system
domains appear in the Managed Assets tab. Additionally, the service processor and
the domains appear under the M-Series Servers group in the Assets tree.

Sun ZFS Storage Appliance

The Sun ZFS Storage Appliance family of products provides rich and efficient data
services for file and block storage formats. Each appliance has the Analytics feature for
observing the condition and behavior of the appliance in real time and the ZFS Hybrid
Storage Pool that uses Flash-memory devices, high-capacity disks, and DRAM
memory within a data hierarchy to provide solid-state response time with spinning
disk capacity.

When you manage Sun ZFS Storage Appliances within the Oracle Enterprise Manager
Ops Center environment, you not only manage the appliance as one of the assets in
the data center, but you can also make use of the storage provided by these appliances
as a backing storage for storage libraries and software libraries.
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Because the storage appliance contains a service processor, it is possible to discover
the service processor but not the appliance, discover the appliance but not the service
processor, or to discover both. The recommended procedure is to discover both
aspects of the Sun ZFS Storage Appliance.

= Use Find Assets. Each storage appliance is discovered as two assets: a service
processor and a storage appliance. Select both the appliance and its service
processor and enter the user credentials. Oracle Enterprise Manager Ops Center
displays the asset in the Storage section.

s Use Add Assets and a discovery profile to discover the storage appliance first and
then discover its service processor. When you discover the storage appliance,
Oracle Enterprise Manager Ops Center displays the device in the Storage section
of the Assets tree. When you discover the service processor, its information is
mapped to the discovered appliance.

Note: If you change the order of discovery, the result is the same.
However, Oracle Enterprise Manager Ops Center displays a generic
asset in the Server section of the Asset tree. When the appliance
discovery succeeds, Oracle Enterprise Manager Ops Center removes
the generic server from the Servers section and displays a new asset in
the Storage section.

Oracle Sun ZFS Storage 7320 and 7420 Appliances provide a two-node cluster
configuration. To discover the storage appliance, the administrative interfaces of both
nodes must be private so that each node has a different static IP address. To verify that
the appliance's nodes are using private administrative interfaces, you must use the
appliance's user interface.

The following is the general procedure for discovering a Sun ZFS Storage Appliance.
Each step is described in the following sections.

s From the Sun ZFS Storage Appliance’s User Interface:

1. Set up the Sun ZFS Storage Appliance to use the Fibre Channel protocol and,
to use dynamic storage libraries, the iSCSI protocol.

2. Create an account for Oracle Enterprise Manager Ops Center

3. If the Sun ZFS Storage Appliance uses a cluster configuration, verify that the
administrative interfaces for the nodes are private.

s From Oracle Enterprise Manager Ops Center’s User Interface:
1. Create a discovery profile for the Sun ZFS Storage Appliance

2. Discover the storage appliance, which creates a dynamic storage library.

Setting Up the Sun ZFS Storage Appliance’s LUNs

These procedures specify the type of LUN, the access to the LUN, and the path to the
LUN, using the Fibre Channel and iSCSI protocol. Fibre Channel has a physical
connection between the storage device and the server that uses the storage. The iSCSI
standard is a network connection. These procedures are performed on the Sun ZFS
Storage Appliance and use its UL These instructions configure the Sun ZFS Storage
Appliance to expose LUNs as Fibre Channel and iSCSI LUNs. You can configure one
type of LUN.

See the Sun ZFS Storage Appliance Administration Guide or the Sun ZFS Storage
Appliance's on-line help for current and specific configuration procedures. The
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following procedures are examples of the varied ways to configure the Sun ZFS
Storage Appliance.

Configure Fibre Channel Ports

You must identify the ports through which the LUNs can be reached. These are called
target ports. By default, all the ports are initiator ports. Change at least one port from
an initiator port to a target port. Then create a target group and include the target
ports in the target group.

Another way to protect access to LUNSs is to specify which initiators can write to the
LUN. Although the new storage library will be using the LUNS, the library has not yet
been created and the Sun ZFS Storage Appliance has not yet been discovered by
Oracle Enterprise Manager Ops Center so these entities cannot be included in the
Initiators list.

1. Log into the Sun ZFS Storage Appliance.

Select Configuration and then select SAN.

Click the Fibre Channel Ports tab, if it is not selected.

Select at least one port and change its role from Initiator to Target.

Reboot the storage appliance.

@ o » w N

(Optional.) Each port is identified by its WWN. To create an alternate name, select
Configuration, then SAN, and then click the (i) icon to see Port Details. In the Alias
field, enter a name for the port, for example a combination of host name and port
number.

7. To create a new target group, select the port, drag it to the Target Group table, and
drop it at the (+) icon. Click the Edit icon to name the new group. Drag more
target ports to the group. Make a note of all the target groups you create because
you will provide the names in the discovery procedure.

Configure iSCSI Targets
1. Log into the Sun ZFS Storage Appliance.

2. Select Configuration and then Services to verify that the iSCSI service is running
and that the iSNS and Radius services are disabled.

3. Select Configuration and then select SAN.
4. Click the Targets tab and then iSCSI Targets.
5. Create a target with the following attributes:
s Name: 0C-iSCSI-Target
s IQN: Auto-assign
= Authentication: None

6. To create a new target group, select the new target, drag it to the Target Group
table, and drop it at the (+) icon.

7. Click the Edit icon to rename the new group to 0C-iSCSI

You will provide the name of the target group and target in the discovery procedure.
Create an Account for Oracle Enterprise Manager Ops Center

To create and maintain a SAN storage library, Oracle Enterprise Manager Ops Center
must be able to log into the Sun ZFS Storage Appliance. Create a user account on the
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appliance with the username ocuser, with the basic administration role, and with the
following permissions and characteristics:

= (Required.) Permission to administer, configure and restart the SNMP service.

s Permission to configure alert filters and thresholds so that an Oracle Enterprise
Manager Ops Center user with the appropriate role can set up the monitoring
feature.

»  Permission to administer the Phone Home Service so that an Oracle Enterprise
Manager Ops Center user with the appropriate role can use the Enable Appliance
Phone Home or Disable Appliance Phone Home actions.

s Permission to power off the appliance so that an Oracle Enterprise Manager Ops
Center user with the appropriate role can power off the storage appliance
remotely.

In addition, the ocuser account has these requirements:
= Must not be a kiosk type.
= Must not require session annotation.

Figure 2—4 shows how the permissions are set. For some types of Sun ZFS Storage
Appliances, the window uses multiple pages to display all options. See the Sun ZFS
Storage Appliance documentation for information about creating user accounts. To
view the Sun ZFS Storage 7000 System Administration Guide, log in to the Unified
Storage System software interface and click Help in the top right corner of any screen.
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Figure 2-4 User Account for Sun ZFS Storage Appliance
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Password [sssssssssnsns |
Confirm | ............. |
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workflow.root.* read
(.

Verify the Administrative Interfaces

Use this procedure if the Sun ZFS Storage Appliance is a model with cluster
configuration.

1. Log in to the Sun ZFS Storage Appliance.

2. Select Configuration and then Clusters.
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Figure 2-5 Configuration Window for Sun ZFS Storage Appliance
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The Resource table includes the Administrative Interfaces. A private resource has
an icon of a closed lock in bold.

To set the administrative interface as private, click the open lock icon and then
click Apply.

Create a Discovery Profile

1.

2
3
4.
5

Expand Plan Management in the Navigation pane.
In the Profiles and Policies section, click Discovery.
Click Create Profile in the Actions pane.

Enter a name for the discovery profile.

For Asset Type, expand the Storage section and select Sun ZFS Storage Appliance.
Click Next.

(Optional.) The Tags step of the wizard provides a way to add information for
semantic tags. All assets discovered by this profile will have the same tags. Click
Next.

In the Targets step, both the NFS and iSCSI targets are enabled. In the Plugin
Specific Information field, enter the names of the target group and target that you
configured on the Sun ZFS Storage Appliance.
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Figure 2-6 Targets for Sun ZFS Storage Appliance
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iSCSI
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Information:

Comma separated names of OYM target group and target previously
configured on the storage appliance, Example: OWM-iSCST, OYM-SCSI-
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[¥]NFS
* Access Hosk: | 192.155.10.10

* Access Port: | 2049

8. Specify the credentials needed to get access to the storage appliance’s service
processor. Set the ssh credentials and, for iSCSI targets, the CHAP credentials. To
create new credentials, you must have the Security Admin role.

9. Review the summary and click Finish to create the discovery profile.

Discovering a Sun ZFS Storage Appliance

Use the discovery profile to find the Sun ZFS Storage Appliance on the network,
retrieve its configuration information, and make it a managed asset.

1. Expand All Assets in the navigation pane.
2. Click Add Assets in the Actions pane.

3. Select the option Add and Manage Various Types of Assets via Discovery
Probes.

4. Select the new discovery profile.
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Figure 2-7 Discovery Profile for Sun ZFS Storage Appliance
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asset must be resolvable on the network selected. If automatic is selected the system will attempt to
route the job to the most appropriate Proxy Controller.

Hostnames /TP
Addresses:

m

Network: | Automatic .4

~| Credentials

The following are credentials populated from the selected profile. You may change these values for
the Add Assets job about to be run; the original profile will remain unchanged.

Discovery
Storage Administration : zZfs_creds_stadm Mew | Select | Clear
CHAP : zfs_creds_chap New | Select | Clear il

5. To direct the discovery probe, enter the host name of the storage appliance or its
IP address.

6. For Network, select Automatic. This directs the discovery probe to locate the
Proxy Controller closest to the storage appliance.

7. Because you added the credentials when you created the discovery profile, this
procedure uses the same credentials. When you use this discovery profile in the
future, you have the option of changing the credentials.

8. Click Add Now to submit the discovery job.

Oracle Enterprise Manager Ops Center displays the Sun ZFS Storage Appliance in the
Storage section of the Assets tree. The LUNs defined in the storage appliance are now
available for a new storage library. Because you discovered the storage appliance’s
iSCSI targets, a dynamic block storage library is created.

Oracle Solaris Cluster

Discovering and managing an Oracle Solaris Cluster has some specific requirements.
The discovery and management must be performed in the correct order.

Note: Do not configure a new zone cluster or add a new global node
during the discovery and management process.

To Discover an Oracle Solaris Cluster
1. Verify that all global nodes in the cluster are in cluster mode.

2. Discover all of the cluster's global nodes using a discovery profile. Create both ssh
credentials and JMX credentials for the agent on each global node.

3. Discover the cluster using a discovery profile.
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Using Tags

Adding Tags

Viewing Tags

A tag is a set of information attached to an asset. Each tag consists of a tag name,
which is drawn from a list of values appropriate for each asset, and a tag value, which
can be any text string. For example, an asset could have a tag with a tag name of
oracle.cloud.resource.creation.time and a value of 12 June.

You can use tags to associate information with assets, and to group assets based on
their tags or tag values. You can add tags to assets during or after discovery.

To add tags to one or more assets, perform the following steps:
1. On the Navigation pane, select an asset or group.

2. In the Actions pane, click Edit Tags.

Figure 2-8 Add Tags

Search ~ x| 2

Tag Mame “alue

legacy tags controller

3. Click the add icon and select a tag name from the drop-down list. Enter a tag
value, then click Save.

Tags are displayed in the dashboard tab for managed assets. Select an asset, then
mouseover the tags icon in the center pane to display the tags.

Grouping Assets Using Tags

Deleting Tags

To add assets to a group using tags, create a new group or edit an existing group
using the procedures described in the Using Groups section, and create one or more
rules that add assets based on tags.

To delete tags, perform the following steps:

1. On the Navigation pane, select an asset or group.
2. In the Actions pane, click Edit Tags.

3. Select a tag, then click the Delete icon.

4. Click Save. The tag is deleted.

Using Groups

Assets are automatically placed into system groups based on asset type. You can also
create your own groups and add assets to them, either by manually adding assets or
by creating rules that add assets automatically based on asset characteristics.
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Types of Groups

Two types of groups are available in Oracle Enterprise Manager Ops Center: System
groups, and User-defined groups. System groups are automatically generated for each
category of asset. User-defined groups can contain any assets, and can be configured
with rules to add assets that meet the rule criteria.

You can take any action on a group that is applicable to the assets in the group. For
example, you can update Automated Service Request (ASR) contacts for all assets in a
group, or target a group containing operating systems with an OS update job.

System Groups

Oracle Enterprise Manager Ops Center automatically creates groups of major asset
types called system groups. Within these system groups, a subgroup is created for
each type of asset that Oracle Enterprise Manager Ops Center is managing. You can
use System Groups to locate and view assets of a specific type. You can also act on
System Groups, such as changing monitoring thresholds and updating management
credentials.

You can view system groups by selecting them from the drop-down list at the top of
the Assets section in the Navigation pane.

Oracle Enterprise Manager Ops Center creates these system groups:

= All Assets — Contains all discovered and managed assets. This is the default view
of the assets section.

= Operating Systems — Contains all operating systems with subgroups for each type
of operating system such as Oracle Solaris OS, Oracle Linux, and SUSE Linux. The
subgroups are further organized by version, such as Oracle Solaris 9 and Oracle
Solaris 10 software.

= Servers — Contains all hardware that can receive OS provisioning.

s Chassis — Contains all hardware that can receive firmware updates but not OS
provisioning.

= Server Pools — Contains all server pools.

= Storage — Contains all storage systems.

= Racks - Contains all racks.

= Oracle Engineered Systems — Contains all Oracle Engineered Systems.

m  Oracle Solaris Clusters — Contains all Oracle Solaris Clusters.

User-Defined Groups

User-defined groups can contain any type of asset and can be organized by any
criteria. You can configure rules for user-defined groups that automatically add assets
with specific characteristics to the group.

You can specify the following characteristics for a user-defined group:
s Group Name

s Description

s Group Location

= Group Rules — Group rules add any assets to the group that match the attributes
and rules.

= Subgroups — Groups can be organized hierarchically.
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Viewing Group Data

Each group can list all the assets in the group and can display data about their assets.
Chassis and hardware groups display power usage information, and operating system
groups display CPU, network, memory, and system load information.

You can select a group to see a dashboard page with information about the group,
including:

Creating a Group

A group summary that shows the group's name, description, tags, location, and
number of members.

A membership graph showing the group's assets, any child groups, and any
parent groups.

A status summary showing the problems of the assets within the group.

An asset summary showing basic data about the assets within the group.

You can organize your assets into groups to aid in management and inventory.

To create a group, click Create Group in the Actions pane, then enter the group
information:

Group Name — This name is displayed in the User-Defined Groups of the
Navigation pane.

Description — (Optional) This is a description of the group that is displayed in the
group’s dashboard.

Group Location — A group's position within the tree. You can create a group at the
top level (root) or as a child of an existing user-defined group.

Configure Group Rules — Use this option to specify the membership rules. Any
assets that match the rules are added to the group.

Configure Subgroups — Use this option to specify any existing user-defined group
as a child of this group.

Preview Group Before Creation - If you are configuring group rules or
subgroups, select this option to see the assets and subgroups that will be added to
the new group before it is created.

If you are creating a rules-based group, provide the rule information:

Matching Policy — A rule can contain one or more attributes. For each rule, specify
whether an asset must match all of the rule's attributes or any of the rule's
attributes.

Asset Type — Select the asset type that uses the rule.

Attribute — Select an attribute to be considered by the rule. For example, if you
select Name, the rule compares the asset's name to a given value. The available
attributes vary depending on the selected asset type. You can add additional
attributes to a rule using the Add Attribute icon.

Condition — Select a condition for the rule. For example, if you select Contains for
the Name attribute, the rule includes assets if their name contains a given value.

Value - Enter a value to be used by the rule. For example, if you select Name as an
Attribute, Contains as a condition, and Pod3 as a value, any asset of the specified
type with Pod3 in its name is added to the group.
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If you are adding subgroups, drag and drop one or more groups from the available
groups list to the selected groups list.

If you chose to preview the group, view the assets and subgroups that will be added to
the group. If necessary, go back and change the group rules or the list of subgroups.

See Appendix A for a list of the asset attributes that can be used in group rules.

Editing a Group

You can change the attributes of an existing group, including its name, description,
rules, subgroups, and parent group. If you change or remove the rules of an existing
group, assets added by those rules are removed if they do not match the new rules.
However, assets that were added manually can only be removed manually.

To edit a group, perform the following steps:

1. On the Navigation pane, select All User Defined Groups from the Assets
drop-down list.

Figure 2-9 All User Defined Groups
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2. In the Actions pane, click Edit Group.

You can edit any of the group’s characteristics. If you edit a group’s rules, assets
that were added by group rules will be removed if they do not meet the new rules,
but assets that were manually added will not be affected.

See Appendix A for a list of the asset attributes that can be used in group rules.

Adding Assets to a Group

You can place assets into user-defined groups to organize them. When an asset is
added to a group, it continues to be displayed in the All Assets section. Assets can be
added to any number of groups.

To add assets to a user-defined group, select the assets in either the managed assets
tab of the center pane or the Assets section of the Navigation pane. Click Add Asset to
Group, select the destination group, and click Add Assets to Group.
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Removing Assets from a Group

You can remove assets from any user-defined group. The assets remain in any other
groups.

Note: If an asset was added to a group by the group's rules, it
cannot be manually removed.

To remove an asset from a group, select the group. Select the asset and click Remove
Asset from Group.

Moving Assets to a Group

When you move assets to a new user-defined group, the assets are removed from the
current group and added to the new group.

Note: If the current group has rules that match the asset you want to
move, the asset is not removed from the original group.

To move assets to a new group, perform the following steps:

1. On the Navigation pane, under Assets, select All User Defined Groups.
2. Select the group that currently contains the assets.

3. Select one or more assets and click Move Asset to Group.

4

Select the destination group and click Move Assets to Group/Subgroup.

Moving a Group

You can move a user-defined group within the hierarchy of groups, making it a child
of a different user-defined group or placing it at the top level.

To move a group, select the group and click Move Group. Select a destination group
and click Move Group.

Deleting a Group

Deleting a user-defined group removes the group and all of its subgroups from the
user-defined group hierarchy without removing any of the assets.

To delete a group, select a group and click Delete Group in the Actions pane.

Related Resources for Asset Management

For instructions in performing actions or to learn more about the role of this feature,
go to one of the following resources:

s Chapter 4, "Monitoring Rules and Policies"

»  Oracle Enterprise Manager Ops Center Administration Guide
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Jobs

This chapter describes in detail about jobs, the different roles for managing jobs,
viewing jobs, and the different actions that can be performed on jobs.

The following information is included:
s Introduction to Jobs

= Roles for Job Management

= Job Management

= Viewing Jobs

= Taking Actions on a Job

s Changing the Job Properties

= Events for Job Management

= Related Resources for Job Management

Introduction to Jobs

Any action performed by Oracle Enterprise Manager Ops Center creates a job. This job
is either run on the Enterprise Controller system or picked up by a Proxy Controller to
be run on a Proxy Controller or a managed asset. The progress of the job is tracked
and displayed in the user interface. Each job is made up of one or more tasks, and has
one or more targets; information on the job’s progress on any task or target can be
viewed.

The Jobs pane is located at the bottom of the user interface and displays a list of all
current and historical jobs. From the Jobs pane, you can monitor the progress of
current jobs and can also review historical jobs. You can view the status of all jobs,
view detailed information about specific jobs, and take actions on jobs.

To view the details of the job, double-click the job in the Job Summary table. The Job
Details view displays the targets of the job, and also the following information:

= Job status:
= Running — The job is in progress.

= Waiting for User Input — The job has started, but needs information from a
user before it can be completed.

s  Failed - The job was not successful.

s Partially Successful — Some tasks were completed successfully. This could be a
job with multiple tasks, in which some tasks completed but others failed, or a
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job with multiple targets, in which the job was successful for only some
targets.

= Stopped - The job was stopped by the user.

s Scheduled — The job has been scheduled to run at a specific time. It might be a
one-time job or a recurring job.

s Successful — The job has completed. All of its tasks were completed
successfully.

= Job ID - A unique identification number for the job.

= Type of job — For example, the discovery custom type identifies a job as a result of
a custom discovery action.

= Name of job — A name for the job.

s RunID -If a job has been run multiple times, each run of the job has a separate
run ID.

= Mode of job — Simulated or Actual Run. Some jobs can be simulated. Simulated
jobs verify that the necessary permissions, images, space, and other job
requirements are satisfied. To perform an actual run of a simulated job, you must
create a new job.

s Owner of job — The user who launched the job.

»  Start / Scheduled Date — The date and time when the job was started or is
scheduled to start.

= Elapsed time — The amount of time the job has been running, if the job is running.
The amount of time it took for the job to complete, if the job has completed.

s Description — Description of the job.

= Failure policy — The failure policy of the job, can be one of the following:
— Continue on F'ilure - if a task fails, continue to run other tasks.
— Abort on Failure - if a task fails, all remaining tasks are aborted.

— Rollback on Failure - if a task fails, abort all remaining tasks, and run the
rollback method on the failed task and all previous successful tasks.

s Next Scheduled Time (For recurring scheduled jobs) — This option is available only
in the job summary table. It displays the time when the job started. If it is
scheduled to run in the future, then it displays the next run time.

= Next Scheduled Date — The next date that the job will be run, or null if the job will
not run again.

»  Start Date — The date/time that the run of this job started.
s Creation Date — The date/time that the job was first created.
»  Task Execution Order:

— Sequential - the tasks are run one after another.

— DParallel - all the tasks run at the same time.

- Sequential_on_task — this applies to tasks that target more than one target. The
task must complete on all targets before the next task begins.

s List of tasks — This option is available on the job target details view. It displays the
following:
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— the task target
— thelast log entry for the task, or the result of the task if the task is completed.
- the elapsed time — the amount of time that this task has been running.
s Task execution order — The execution order of the task.
s Task progress/results — Progress or result of the task.
= Eventlogs — Event logs are generated by tasks as they progress.
You can perform the following actions on jobs:
= View details about the job, including the status of all tasks.
= Respond to prompts during a job.
= Interrupt or stop a running job. You can re-run the job later.
= Remove a job from the history.
= Re-run ajob that had partial success, failed, or was stopped.

s Create a new job with a new Job ID based on a previous job; for example, to repeat
a successful complex multi-step job on another target.

Roles for Job Management

A cloud user can only view or act on jobs that were created by the user. The cloud user
cannot view jobs that were created by another user.

If a job has multiple targets, you can see only the targets for which you have the
correct role. If you do not have the role for any of the targets, the job is not displayed.

The following table lists the tasks that are discussed in this section and the role
required to complete the task. An administrator with the appropriate role can restrict
privileges to specific targets or groups of targets. Contact your administrator if you do
not have the necessary role or privilege to complete a task. See the Oracle Enterprise
Manager Ops Center Administration Guide for information about the different roles and

the permissions they grant.

Table 3-1 Job Management Tasks and Roles

Task

Role

Viewing Job Status

Viewing Job Details
Monitoring Jobs for an Asset
Answering Questions
Stopping a Job

Re-running a Job

Copying a Job

Deleting a Job

Changing the Maximum Time for a Job

The same as the role required to launch the job.
The same as the role required to launch the job.
The same as the role required to launch the job.
The same as the role required to launch the job.
The same as the role required to launch the job.
The same as the role required to launch the job.
The same as the role required to launch the job.
The same as the role required to launch the job or Job Management.

Root access on Enterprise Controller system.
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Job Management

The job management service is responsible for managing the execution of jobs and
monitoring them. The job manager communicates instructions in the task to one or
more agents in the order specified by the task. The job manager monitors the state of
execution, logs each successful or unsuccessful operation, and maintains the
information state that enables the job manager to report success or failure.

Within job management, you can perform the following actions, depending on what
jobs have been launched and their status:

= View all jobs

= View all jobs with a specific status
= View details for a job

= Monitor jobs for an asset

= Search for jobs

= Answer questions for a job

= Stopajob

= Rerunajob

= Re-run ajob on failed targets

= Copyajob

= Deleteajob

= Debug ajob using the OCDoctor
= Change the job properties

Viewing Jobs

You can view jobs in different ways. The Jobs pane displays all current and past jobs
that have not been deleted. You can also view the details of a specific job, and view all
jobs with a specific status or for a specific asset.

Viewing All Jobs and Jobs With Specific Status

You can view a list of all jobs run by Oracle Enterprise Manager Ops Center.
To view all jobs, perform the following steps:
1. Click and expand the Jobs pane at the bottom of the UL

The Jobs pane is displayed as shown in the following figure.

Figure 3—-1 Jobs pane
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2. In the Jobs pane, click the All Jobs icon, highlighted in Figure 3-1.
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All the jobs are displayed.

3. To view jobs with a specific status (such as jobs in progress, jobs waiting for user
input, failed jobs, partially successful jobs, stopped jobs, scheduled jobs, and

successful jobs), click the respective job status icon. The jobs with the selected
status are displayed.

Viewing Job Details

You can view detailed information about a job, including the status of the tasks that
make up the job.

To view job details, perform the following steps:

1. Select a job in the Jobs pane.

Figure 3—2 View Job Details
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2. Click the View Job Details icon, highlighted in Figure 3-2 or double-click the job.
The Job Details window is displayed.

Figure 3-3 Job Details Window
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The overall status of the target is displayed on the left. On the right, a table lists all
the targets.
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3. Select a target and click Display Selected Target Details icon, highlighted in
Figure 3-3. You can also double-click the target to display the target details.

The Job Target Details window is displayed.
Figure 3—4 Job Target Details Window
Oracle Enterprise Manager Ops Center - Job Target Details ]
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4. Select a target and click Display Selected Task Details icon. You can also
double-click a task.

The Task Logs window is displayed with the Event Logs tab active, as show in
Figure 3-5.

Figure 3-5 Task Logs Window
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You can click the Task Properties tab to see additional information about the task,
such as the Task ID and the permissions used to complete the task.

5. Click Export Logs on either tab to save the event log as a text file. The View Target
Logs window is displayed with two options:

»  Selected Task Target Log exports the current task.
s Full Job Log exports all tasks.
6. Click Save to export the event log to a file and location of your choice.

You can also view and export the event log for a task or job by selecting the View
Target Logs icon on the Jobs Target Details window, as show in Figure 3—4.

Monitoring Jobs for an Asset

You can view jobs for a particular asset, both running jobs and jobs that have been
completed.
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L3 Hardware

To view only those jobs for a particular asset, perform the following steps:
1. On the Navigation pane, under Assets, select an asset.

2. In the center pane, click the Jobs tab.

Figure 3—-6 Jobs pane in Assets View
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Figure 3-6 shows the Jobs pane for a selected asset. The Current and Historical
tables show the jobs for the asset.

3. Select ajob and double click to view the details of the job.

Search for Jobs

You can search for specific jobs in any state. To search for a particular job, perform the
following steps:

1. Click Search in the upper right corner of the Jobs pane.

Figure 3-7 Jobs Search
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2. Select one or more job characteristics to search, then enter a search term and click
the Search icon.

Jobs for which the selected characteristics match or include the search term are
displayed.

Taking Actions on a Job

You can take actions on jobs that have been launched. These actions vary depending
on the current status of the job. If a job has stopped and is waiting for user input, you
can answer questions and resume the job. If a job is running, you can stop it. If a job
has completed, you can re-run it entirely, re-run it only on failed targets, copy it to
create a new job, or delete it.

Answering Questions for a Job

Some jobs require user input to complete. A job that requires a response has the status
of Waiting for User Input. To provide input, perform the following steps:

1. Select a job with the Waiting for User Input status.

2. Click the Answer Questions icon.

3. Select Yes or No for each question, or click Yes to All or No to All
4

When you have answered each question, click Submit to resubmit the job using
the same Job ID and Run ID.

Stopping a Job

You can stop a job that is running. All tasks in progress are interrupted and tasks that
have not yet started are aborted. The completion status of the job depends on the
number of tasks that have completed, been interrupted, and not started.

To stop a job, perform the following steps:

1.
2.
3.

Select a job that is running.
Click Stop Selected Jobs.
Click Stop Job to confirm.

Re-running a Completed Job

If a job is completed, you can repeat the job with a new Run ID. To re-run a job,
perform the following steps:

1. Click and expand the Jobs pane.
2. Select a job.

3. Click Re-Run Selected Jobs.

4. Click Run Job.

The job is re-run with a new Run ID.

Re-running a Job on Failed Targets

If a job is partially completed, failed, or stopped, you can repeat the job on failed or
incomplete targets. To re-run a job on failed targets, perform the following steps:

1. Select the job and view the job details.
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2. Select one or more failed targets from the list of targets and click Re-Run Selected
Failed Targets, then click OK.

The job is re-run with the same Run ID on the failed targets.

Copying a Job

You can copy an OS or firmware update job, using a completed job as a template for a
new job. To copy a job, perform the following steps:

1. Select the job that you want to copy and click Copy Job.
A new job wizard is displayed, using the information from the existing job.
2. Modify the job information, select a schedule, and click Submit Job.

The new job is submitted with a new Job ID.

Deleting a Job

Deleting a job removes it from the queue entirely. It cannot be re-run or resumed, and
its job details are not available.

Note: You cannot delete jobs that are running. You must first stop
the job and then delete it.

To delete a job, perform the following steps:
1. Select the job that you want to delete.

2. C(Click Delete Selected Jobs.

3. Click Delete Jobs to confirm.

Debugging a Job Using the OCDoctor

You can debug a job that has been run on a managed asset. This action runs a
self-diagnosis using the OCDoctor’s --troubleshoot option on the asset.

To debug a job, perform the following steps:
1. Select the job and click the Debug Job Using OCDoctor icon.

2. Select either Run New Self Diagnosis to run a new diagnosis or Work on
Previous Self Diagnosis to view the results of a prior diagnosis. If you select
Work on Previous Self Diagnosis, the results of the prior self-diagnosis are
displayed, and you can re-run the self diagnosis.

3. Attempt to fix issues by selecting Attempt to Fix Issues, or select Collect Logs to
collect log files from the target.

4. Review the summary information and click Finish to launch the self-diagnosis job.

5. Review the job details or rerun the wizard and select Work on Previous Self
Diagnosis to view the data gathered by the self diagnosis.

Changing the Job Properties

The Enterprise Controller sets several variables for job management, including the
time-out values for jobs and tasks. You can modify the values to improve
performance. The following are the time-out values for jobs and tasks:
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jobtypeweight. FirmwareProvisioningJob — This value sets the relative weight of
firmware provisioning jobs. Do not modify this value unless directed by Oracle
Support.

taskTimeOut — This value sets the time, in minutes, after which a task times out
and fails.

tierTimeOut — This value sets the time, in minutes, after which a job that has not
been picked up by a Proxy Controller fails.

total AllowedWeight — Do not modify this value unless directed by Oracle
Support.

totalDispatchWeight — This value sets the total weight of jobs that can be
performed in parallel. Increase this value if your Enterprise Controller system can
handle additional jobs.

To modify the Job Manager values, perform the following steps:

1.

In the Navigation pane, select Administration, then select the Enterprise
Controller and click the Configuration tab.

In the drop-down menu, select Job Manager properties.

Edit the values, then click Save.

Events for Job Management

To follow the progress of a job, view Job Details. If a job does not complete
successfully, you can examine the following log file on Oracle Solaris system:
/var/cacao/instances/oem-ec/logs/cacao.*

Related Resources for Job Management

For instructions on performing actions or to learn more about the role of this feature,
refer to the following:

Oracle Enterprise Manager Ops Center Administration Guide
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Monitoring Rules and Policies

This chapter discusses the types of monitoring rules and how the software uses
monitoring rules and policies to generate alerts and incidents in the user interface.

The following information is included:

= Introduction to Monitoring

= Roles for Monitoring

= Actions for Monitoring Rules and Policies

»  Location of Monitoring Rules and Policies in the User Interface
= Monitoring Rules

= Monitoring Policies

= Related Resources for Monitoring Rules and Policies

Introduction to Monitoring

Monitoring detects components or attributes of a managed resource that are not
operating within specified parameters. Resource is a generic term for an asset (such as
hardware or operating system), a group, a network, or a library that is managed by
Oracle Enterprise Manager Ops Center.

Monitoring rules and policies define the monitoring parameters and are the main
components of a complete monitoring configuration. They are defined as follows:

= Monitoring Rules: Define alerting conditions. You can apply one or more rules to
an asset to monitor the asset and raise an alert when the an asset is operating
outside the defined parameter.

= Monitoring Policies: A set of monitoring rules targeted to a specific asset type.
Default monitoring policies contain a set of rules that are automatically applied to
monitored resources. You can create your own policies and define the rules for the
policy.

Monitoring typically uses the Agent Controller to gather information. When an

operating system is an agentless managed system, the software monitors it remotely.

Roles for Monitoring

Table 4-1 lists the roles required to complete monitoring tasks. You can restrict
privileges to specific targets or groups of targets. Contact your administrator if you do
not have the necessary role or privilege to complete a task. See the Oracle Enterprise
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Manager Ops Center Administration Guide for information about the different roles and

the permissions they grant.

Table 4-1 Monitoring Tasks and Roles
Task Role
View a monitoring rule Read

View a monitoring policy

View the association of an asset and a monitoring policy

View the historical data of a threshold rule

Create, edit, or delete a monitoring rule

Create, copy, extract, edit, and apply a monitoring policy
Modify the monitoring configuration of an asset

Delete a monitoring policy

Group assets by a monitoring policy

Apply a monitoring policy to an asset

Apply a monitoring policy to a group

Policy / Plan Administrator

Read
Policy / Plan Administrator

Read
Asset Administrator

Policy / Plan Administrator
Read

Asset Administrator
Fault Administrator
Policy / Plan Administrator
Fault Administrator
Policy / Plan Administrator
Asset Administrator

Fault Administrator

Asset Administrator and Fault

Administrator

Actions for Monitoring Rules and Policies

You can perform the following actions, depending on the type of rules, the

requirements, and your roles:

»  Create, edit or delete a monitoring rule.

s Create, copy, extract, edit, apply, or delete a monitoring policy.

= Modify the monitoring configuration for an asset.

= Group assets by a monitoring policy.

= Apply a monitoring policy to an asset or a group.

Location of Monitoring Rules and Policies in the User Interface

Table 4-2 Location of Monitoring Rules and Policies in the Ul

Object

Location

Monitoring policies

Policies.

Expand Plan Management in the Navigation pane, then click Monitoring

Monitoring rules

Expand Plan Management in the Navigation pane, then click Monitoring

Policies. Open a policy to see the rules.

Asset-specific monitoring rules Select an asset from the Asset view, then click the Monitoring tab.
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Monitoring Rules

Monitoring rules state the values and boundaries for an asset's activity. A monitoring
policy is a set of rules. When you apply monitoring policy to all the assets, it enforces
consistency in monitoring. Each monitoring policy contains rules for threshold levels.
Default policies for monitoring hardware, operating systems, and Oracle Solaris
Clusters are included in the software. You can use the default policies, but you cannot
edit them. To edit or add monitoring rules to a monitoring policy, you must make a

copy.

Monitoring rules define the alerting conditions. Rules are associated with, and
determined by, the type of managed resource. You can apply a generic monitoring
rule to many different attributes, but other monitoring rules are attribute-specific,
hard-coded into drivers and cannot be relocated or reconfigured.

When you set a threshold, the Ul displays the existing historical data for an attribute.
The software might propose some default threshold values based on the analysis of
historical data, and display existing thresholds as a bar on that historical data. You can
enter any threshold value.

Each managed resource has a Monitoring tab. You can add, edit, enable, disable, and
remove resource monitoring rules. You can tune the rules for a specific managed
resource.

Note: Tuning rules for a specific managed resource detaches the
resource from the monitoring policy, keeping only a copy of the rules.
When you modify rules in the policy, the change is not made to the
rules that are associated with the resource.

Rules have Info, Warning, and Critical severity levels. Default values and severity
levels are provided at installation, but you can edit the rules for your organization. For
user-defined rules, you can define the time between when the alerting condition
occurs and when the software generates an alert or incident. You can configure the
software to send an e-mail or pager message when it identifies a Warning or Critical
incident.

You can view rules for a specific asset or a specific policy from different places in the
Ul, as follows:

= Asset View: Rules for a specific asset are located in the Monitoring tab for the
asset. To display the tab, click the asset in the Assets navigation tree, then scroll
over to the Monitoring tab in the center pane. The name of the monitoring policy
applied to the asset appears at the top of the monitoring rule grid, next to the
number of rules.

= Policy View: Rules for a specific policy are located under Monitoring Policies in
the Operational Plans section of the Plan Management tree.

The following categories of monitoring rules are available:

s System-defined rules: These are attribute- specific and are hard-coded into
drivers. You can disable a system-defined rule, but you cannot edit, relocate, or
reconfigure these types of rules.

s User-defined rules: These are associated with, and determined by, the type of
managed resource. You can apply a user-defined rule to many different attributes.
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User-Defined Rule Parameters

The following types of editable user-defined rule parameters, also known as rule
types, are available:

s Threshold: Sets an upper or lower monitoring threshold for the monitored
attribute.

= Boolean Control: Sets a logical operator of true or false for the monitored
attribute.

= Enumerated Control: A series of values that defines a subset of specific values
among the possible values of the monitored attribute. An alert occurs when the
attribute matches one of those specific values.

= Expression: Defines the variables, literals, and operators for an attribute. An
expression is an instruction to execute something that returns a value.

You cannot modify all rules, but most rules include some parameters that you can
tune, or edit, to meet your organization's requirements.

The following are some examples of editable parameters:

»  Severity level of the alert: You can define the parameters for informational,
warning, and critical alerts.

= Raising and clearing values: These are threshold settings that determine when an
alert is raised and cleared. These two values are always the same. For example,
you can configure the software to raise an alert when a value reaches 90% and
clear the alert when the value falls below 90%.

= Monitor for alert limits at specific time: Defines when you want monitoring to
occur, or to not occur. You might use this parameter when a daily maintenance
procedure causes an attribute to operate outside of the normal monitoring
threshold, but you do not want to raise an alert. You can define a period of time
when the monitors are disabled and you can perform maintenance.

= Generate alert after: Defines how long an issue occurs before an alert is generated.
The number defines the time between when a threshold is exceeded and when an
alert is generated. The alert is not triggered immediately. An alert is generated
when the monitored attribute value is outside the threshold after the specified
delay. You might use this parameter to limit false positive alerts due to a
temporary condition.

Enabled and Active Rules

Monitoring rules have two types of states:

= Enabled or Disabled: Disabling a rule removes that attribute from monitoring.
You can disable and enable rules on a per asset or group basis.

= Active or Inactive: Reflects the system's state and indicates whether the software
is monitoring the asset or group. When a rule is not enabled, monitoring is not
active.

By default, all monitoring rules are enabled. The status appears on the Alert
Monitoring Rules page, which you can access from the Monitoring tab. When Yes is in
the Enabled and Active fields, the rule is enabled and active. When No appears in the
corresponding field, a rule is disabled or inactive. Figure 4-1 shows the Service Alert
Monitor status as enabled, but inactive.
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Figure 4-1 Enabled and Active Monitoring Rules
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An Enabled field appears in the list of monitoring rules for an asset. You can disable
one or more rules for a specific asset. When No appears in the Enabled column, the
rule is disabled.

When a rule is enabled, the active state reflects the system's actual state and indicates
whether the software is using the rule. The following are some reasons that an enabled
rule might be inactive:

= When a specific attribute is not hard-coded into the driver, monitoring is not
possible for that attribute.

s The software cannot reach the resource or the attribute cannot be refreshed.

= Some type of misconfiguration, such as a missing mandatory parameter or an
illegal value for a parameter.

= Aninternal error specific to the monitor, particularly for driver-specific monitors.

You can view the rules for a specific asset or you can view the rules for a policy that is
associated with one or more assets.

Editing Monitoring Rules

Monitoring rules have pre-defined parameters. You can change the parameters,
including the threshold values and the monitoring level, to meet your data center
guidelines. You can define the parameters for an individual asset or for a group of
assets.

You can create separate monitoring groups to consistently and efficiently define the
parameters for all systems in each group. For example, you can create a group for a set
of high priority systems. You edit one set of specific threshold values for all members
of that group and apply a monitoring policy to the group. All members of the group
are now monitored in the same way for the same values.

You can edit a monitoring rule for a specific asset or the monitoring rule for a
monitoring policy. Editing the monitoring rule parameters for an individual system
might be useful when a particular system is on a critical path. For example, you might
consider the systems that you have the Enterprise Controller and Proxy Controllers on
critical path systems, you can monitor the system continuously and create more
stringent monitoring thresholds for those systems.
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Note: When you update a monitoring rule in a policy, the
monitoring configuration of all assets that are associated with the
policy are updated to reflect the revised rule.

You can perform the following tasks:

= Change the values for the Warning and Critical thresholds
s Change file system thresholds

= Change the thresholds by system or by group

= Set specific threshold values for different operating systems

For example, you can create a threshold on the Enterprise Controller system that sends
a warning when the file system use exceeds 90%. This alerts you when the Enterprise
Controller file system is almost full.

For a threshold alert, you can change how often and for how long the software
monitors the resource. You can change the threshold values.

= Alert window: Enables you to specify a period of the day when the monitoring
rule is enabled. For example, when a daily maintenance operation causes a
monitored attribute to exceed a threshold, you can exclude monitoring for that
time to disable monitoring for that maintenance window.

= Generate alert after: Enables you to configure monitoring to ignore a monitored
attribute that is outside the defined monitoring parameters for a short period of
time. Specifying a delay means that the software generates an alert only when the
value remains above the specified limit for a given duration. The software does
not generate an alert when the value goes above the limit once and then
immediately goes back to normal.

To Edit a Monitoring Rule
Perform the following steps to edit a monitoring rule:

1. Determine whether to edit a rule for a policy or for an individual asset:

= For a policy: From the Plan Management section of the Navigation pane, click
Monitoring Policies, then click a policy.

s For an asset: From the Assets section of the Navigation pane, select an asset,
then click the Monitoring tab.

2. Click the Edit Alert Monitoring Rule Parameters icon.

3. Click the entry in the Value column and type the new value. For a threshold alert,
you can change how often and for how long the value is monitored, and you can
change the threshold values.

4. Click Apply to submit the changes.

See Appendix A, "Asset Attributes" for more about the attributes that you can use in
monitoring rules.

Using Historical Data to Determine Threshold Limits for a Specific Asset

The software maintains a history of each monitored asset’s performance against its
assigned threshold rules. When you add a new threshold-type monitoring rule or
modify a threshold configuration for a specific asset, it does not impact the asset's
attribute history.
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The asset's attribute history, which is maintained by the software, is not specifically
tied to the threshold rules. Oracle Enterprise Manager Ops Center only records
statistical values of the asset attributes over time. However, the threshold wizard can
leverage the history to suggest meaningful threshold values. When there is historical
data for the monitored attribute, a graphical representation of the historical data
appears along with a proposed default threshold value based on the analysis of the
data.

When modifying a threshold configuration for a specific asset, you can choose the time
frame from a list of options, from one day up to six months, to display a graphical
representation of the historical data. You can use this information to tune the
threshold rules.

Note: When you edit the threshold limit for a specific asset, the
software disassociates the asset from the default monitoring policy
and creates a new monitoring policy for the asset.

Adding Monitoring Rules

Each monitoring policy contains a default set of rules. See Monitoring Policies for
information on policies. The rule set and default parameters depend on the managed
asset subtype. See Monitoring Rules for a definition of type.

When specifying an Expression monitoring rule, you use the Oracle Enterprise
Manager Ops Center query language to write a logical expression that defines the
alerting condition for one or more resource attributes. The logical expression includes
attribute names, operators, and literal values. You can use a dotted notation to
reference attribute subfields.

When adding a Threshold, Enumerated, or Boolean monitoring rule, you must define
the monitored attribute. When adding an Expression rule type, specify an expression
that references one or more attributes to monitor. The following are some examples of
monitored attributes:

n CpuUsage.usagePercentage
m ProcessUsage.topMemoryProcesses.pid=*.physicalMemoryUsage
m DiskUsageSet.name=*.busyPercentage.

Monitored attributes are available in the Javadoc that is in the Oracle Enterprise
Manager Ops Center Software Developer's Kit (SDK). Go to the
dvd/platform/Product/components/packages directory and install the
SUNWxvmoc-sdk.pkg package.

Browse the available attributes and names for the monitoring framework. Attributes
always start with an upper case letter, such as SystemUpTime, and fields always start
with a lower-case letter.

For example, when you want to list the valid monitored attributes for an operating
system, go to the com.sun.hss.type.os.OperatingSystem Javadoc page. This page displays
all of the attributes of an OperatingSystem

Each of these attributes is either a simple type, a structure or struct-like type, or a
collection type. The following are examples of the different types of attributes:

= Simple: You can use the name, such as SystemUpTime

= Struct-like: You can drill-down into a field of the structure type. The fields always
start with a lower-case letter, such as SystemLoad.averagelMinute

Monitoring Rules and Policies 4-7



Monitoring Policies

s Collection: You can drill-down into a member of the collection. For Maps you do
this by specifying the appropriate 'key'. When you set the key, specify the value
for the 'name' field, to get the value of a single member. For example, use the
following to check the 'enabled' value of the interface named eth0:
InterfaceInfos.name=eth0.enabled

Note: Structures are sometimes nested. For example, a struct-like
attribute can contain another struct-like field, or a collection.
Collections typically contain struct-like values. To drill down,
continue to append the appropriate field names.

You can perform a query which scans across all members of a collection by specifying
the ' wildcard value for the key or name. When you perform a query, you must use
one of the following operators: max, min, or like. For the query syntax, see the
DomainQuery Java class Javadoc. See Appendix A, "Asset Attributes” for details on the
Javadocs.

See Appendix G, "Expression Query Language" for more information on the query
language, grammar, lexical elements, and method details.

Monitoring Policies

A monitoring policy contains the information needed to monitor a managed asset with
user-defined alert configurations, including defined thresholds and alert monitors.

A policy is for a specific type of resource, such as operating systems. A more specific
policy might apply to a subset of operating systems, such as all Oracle Solaris
operating systems. Each monitoring policy contains a number of alert monitors for a
specific type of resource. Alert monitors watch the state of managed resources and
their attributes and raise an alert when the state is outside the pre-defined thresholds.

Each Monitoring policy contains a default set of rules. The default rule set and
parameters depend on the managed asset subtype. You can apply any monitoring
policy to a managed asset or group of assets to change the monitoring configuration
on the subset of those resources of a compatible type.

For example, you can highlight a Oracle Solaris operating system and extract a
monitoring policy for an operating system. You can specify one of the following as the
OS subtype for the new policy:

= Oracle Solaris 10: Any supported Oracle Solaris 10 operating system.

»  Oracle Solaris 10 Operating System: Any supported Oracle Solaris operating
system, beginning with Oracle Solaris10 8/07 (update 4). You might use this
subtype when you use the Oracle Solaris Zones policy.

s Oracle Solaris: Any supported Oracle Solaris operating system release.

s Operating System: Any supported Oracle Solaris, Linux, or Windows operating
system.

You can use the following methods to create a policy:

»  Create a new policy, then edit the policy to add rules

= Copy an existing policy and then edit it, as needed, to modify the rules
s Extract an existing policy from an asset and modify it.

You can view a policy from the asset view or the policy view. The asset view is
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Extracting a Monitoring Policy is similar to copying a policy. You perform the copy
policy action from the policy view and the extract policy action from the asset view. By
extracting a policy from the asset view, you ensure that the subtypes are valid for that
asset type. You can change the target subtype to a more specific or a more generic
eligible target type. To be eligible, the policy must be a member of a more general
policy for the specified target.

Default Monitoring Policies

When you discover and add an asset, the software applies the default monitoring
policy for the asset's type immediately.

Some monitoring policies install probes or agents on managed resources, while other
policies are designed to invoke arbitrary actions or scripts against the managed
resource.

Available Monitoring Policies

A monitoring policy is a collection of rules that are associated with each type of
monitored asset. The policy defines the resources monitored and the rules for that
asset type. You can add and edit policies and select the default policy for a specific
asset type.

Go to the Plan Management section of the Ul for a list of available monitoring policies.
Click Monitoring Policies to display a list of all policies, the default status of the policy,
and the intended asset or target type. The following types of monitoring policies are
available:

s User-Defined Policies: Typically use generic rules and contain monitoring
thresholds. A Operating System policy is an example of a user-defined policy that
monitors the following generic operating system parameters: CPU usage, disk 10
queue length and utilization percentage, file system usage, memory usage,
network bandwidth utilization, and swap usage, and system load.

= System Defined Policies: A system-defined policy is read-only, you cannot disable
or modify the rules defined in the policy. Typically use asset specific rules. The
monitored details are determined by what is implemented on the specific asset.
An example of a system-defined policy is the MSeriesChassis policy that monitors
the Xsb Mode of a SPARC M-series chassis. The naming convention for
system-defined policies is that the name always begins with the letters OC.

You cannot configure this type of rule, you can only turn the rule off and on.

The Navigation pane and center pane both display user-defined policies followed by
system-defined policies. The icons and naming convention help to identify the type of
policy in the Navigation pane. All system-defined profiles use the prefix OC. For
example, in Figure 4-2 Copy of OC - Chassis and OS Profile - Dev are user-defined
profiles and OC - Chassis is a system-defined profile. The policies appear in different
sections in the center pane.
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Figure 4-2 List of Monitoring Profiles
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Monitoring Policy Details

Each asset has a Monitoring tab. The tab displays monitoring configuration details,
such as the associated monitoring policy.

When an asset is managed, the software automatically assigns a default monitoring
policy to the asset. The name of the associated monitoring policy appears above the
Monitoring Rules table. The field is empty when an asset is not associated with a
policy. If you associate the asset with a user-defined monitoring policy and then later
delete that policy, the asset might not have an associated monitoring policy.

Monitoring policy details vary, depending on the asset and associated resources being
monitored. Figure 4-3 is an example of a system-defined operating system monitoring
policy, including the Policy Details. The Details section of the page contains
information about the policy, including the name, description, and the type of policy.
The policy details also describes the applicable types of assets or targets, whether the
policy is a sub-type of another policy, when the policy was last modified, and whether
the policy is the default policy for the target types.

Figure 4-3 System-Defined Operating System Monitoring Policy
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Target Type: Operating Systems Last Modified: 034192012 11:24:01 pm MDT
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The following system-defined and generic monitoring policies are available:

OC - Chassis: Monitors the chassis fan and power supply

OC - CiscoSwitch: Monitors an Ethernet switch's power status, switch port status,
and switch status.

OC - Dynamic System Domain: Monitors the state and status of the dynamic
system domains on eligible servers. Server reachability is monitored.
Informational alerts are available for the power state, either on or off, and the
operating system state, either running or not. The Server Port Status generates a
Warning alert when the server port is disabled or down.

OC - File Server: Monitors the file server reachability, backing devices usage
percentage, storage allocation percentage, and storage usage percentage of generic
file servers.

OC - Global Zone: Monitors the DHCP status, appliance health, CPU usage, disk
IO, file system usage, memory usage, network bandwidth, Swap usage, and
system load of a global zone.

OC - ISCSI Storage Array: Monitors the iSCSI storage array reachability, storage
allocation percentage, storage usage percentage, volume group allocated space
percentage, and volume group used space percentage.

OC - Local Library: Monitors the storage library usage percentage for a local
storage library.

OC - Logical Domain: Monitors Oracle VM Server for SPARC guest status,
including the migration status, running or not, and whether the guest is powered
on.

OC — M-Series: Monitors the Xsb Mode of a SPARC M-series chassis

OC - NAS Library: Monitors the storage library status and storage library usage
percentage of network attached storage (NAS) libraries.

OC - Non-global Zone: Monitors CPU usage, disk IO queue length and utilization
percentage, memory usage, network bandwidth utilization, and swap usage for
non-global zones.

OC - Operating System: Monitors the following generic operating system
parameters: CPU usage, disk 10 queue length and utilization percentage, file
system usage, memory usage, network bandwidth utilization, and swap usage,
and system load.

OC - Oracle VM Server for SPARC: Monitors Oracle VM Server for SPARC status,
including the DHCP client, appliance health, and free virtual CPU (VCPU) usage.

OC - Oracle VM Server for x86: Monitors Oracle VM Server for x86 status,
including the DHCP client, appliance health, and free virtual CPU (VCPU) usage.

OC - Power Distribution Unit: Monitors Ampere levels of rack Power Distribution
Units.

OC - Remote Oracle Engineered System: monitors remote Oracle engineered
systems.

OC - SAN Library: Monitors the status of the storage area network (SAN)
libraries.

OC - SAN Storage Array: Monitors the SAN storage array reachability and usage.
The usage includes the storage allocation percentage, storage usage percentage,
volume group allocated percentage, and volume group used space percentage.
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s OC -Server: Monitors the following parameters on a generic server: Power status,
server port status, CPU, NIC, fan, fan tray, memory, and power supply.

s OC -Server Pool: Monitors the total CPU allocation percentage, total
cryptographic units allocation percentage, and the total memory usage percentage.

s OC -Solaris Cluster: Monitors the Oracle Solaris cluster install mode, reachability,
and monitor.

s OC -Solaris Cluster Node: Monitors the online status, scalert.node reachability,
and scalert.node alert monitor.

s OC -Solaris Cluster Zone Cluster Group: Monitors the scalert.zone cluster alert
monitor.

s OC - Solaris Cluster Zone Cluster Node: Monitors the scalert.zone Cluster Node
Alert Monitor

s OC - Storage: Monitors the following parameters for a generic storage device:
operating system status, power status, server port status, and storage alert.

s OC - Switch: Monitors an Ethernet switch's power status, switch port status, and
switch status.

= OC - Virtual Machine: Monitors the reachability of the virtual machine, if the
operating system is running, and the migration status of a virtual machine.

Applying a Monitoring Policy to a Group

You can apply, or associate, a monitoring policy with a user-defined group. When you
apply a monitoring policy to a group, all applicable members of the group are
associated with the policy. The policy associated with an asset appears next to the
asset in the wizard. When you apply a policy to all assets in a group, the software
disassociates the asset from the assigned policy and associates it with the policy that is
assigned to the group.

When you remove the asset from the user-defined group, the asset is associated with
the group’s monitoring policy until you relocate it to another user-defined group that
has a different policy or you manually associate the asset with a different monitoring

policy.

Editing the Monitoring Configuration of an Asset Bound to a Monitoring Policy

Monitoring configurations contain monitoring policies and are associated with an
asset type, such as an operating system. You can edit specific rules and parameters,
but you cannot edit general monitoring policy properties, such as name and
description after you create the policy. Editing a policy changes the monitoring
configuration for all associated assets.

You can modify the monitoring configuration of an individual asset. When you create
a monitoring configuration, the asset is no longer associated with the monitoring
configuration and policies for that asset type. Instead, it has its own independent
monitoring configuration.

When you modify a monitoring configuration for an asset, you create a policy and the
asset is associated with the new created policy.

Creating a Group of Assets According to Monitoring Policy

When you create a user-defined group, you can specify a rule that filters out the assets
based on the name of the associated monitoring policy. You can use this to group all
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the assets associated with a given monitoring policy or to find assets that are not
associated with a specific policy.

When viewing the monitoring configuration of an asset, you can navigate to the
definition of the monitoring policy bound to the asset.

Extracting a Monitoring Policy

Extracting a monitoring policy is similar to copying a policy. Copying a policy is
performed from the policy view, while extracting a policy is performed from the asset
view, as shown in Figure 4—4.

Figure 4-4 Extract a Monitoring Policy Action
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By extracting a policy from the asset view, you filter the possible subtypes to only
those that are valid. You can change the target subtype to a more specific or a more
generic eligible target type. To be eligible, the policy must be a member of a more
general policy for the specified target. If a list of valid target types does not display,
then the target type cannot be changed.

You can specify one of the following as the OS subtype for the new policy:
= Oracle Solaris 10: Any Oracle Solaris 10 operating system.

s Oracle Solaris 10 Operating System: Any Oracle Solaris 10 8/07 (update 4) or
higher operating system. You might use this subtype if you want to use the policy
for zones.

s Oracle Solaris: Any supported Oracle Solaris operating system release.

»  Operating System: Any supported Oracle Solaris, Linux, or Windows operating
system.

Perform the following steps to extract a monitoring policy:

1. Expand Assets in the Navigation pane, then click an asset type, such as operating
system.

2. Click the Monitoring tab, then click Extract Monitoring Policy in the Action pane.

3. Enter a name and description for the new policy, then select the subtype and
target type. Click Next.
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Figure 4-5 Extract Monitoring Policy

Extract Policy - Monitoring

_steps @A Identify Policy

1. Identify Policy

*Name: | 510 zone monitaring

Description: | Use this policy to maonitor Oracle Solaris 10 zones,

Subtype: subbype
Global Zone
Target Type: Target Type
Operating Systems

Click Finish to add the policy to the list of available policies.

To see the new policy, expand Plan Management and click Monitoring Policies.
Click the policy to display details.

To add or remove rules or change monitoring parameters, double-click the
policy in the center pane

To view all assets that are monitored with this policy, click View Associated
Assets

To make this policy the default monitoring policy, click the Set as Default
Policy icon

Adding or Copying a Monitoring Policy

You can add a new monitoring policy or copy an existing monitoring policy.

Perform the following steps to add or copy a monitoring policy:

1.

Expand Plan Management in the Navigation pane, then click Monitoring
Policies.

Click Copy Policy or Create Policy in the Action pane

Enter a name and description for the new policy, then select the subtype and
target type.

Click Next, then click Finish to add the policy to the list of available policies.

To see the new policy, expand Plan Management and click Monitoring Policies.
Click the policy to display details.

To add or remove rules or change monitoring parameters, double-click the
policy in the center content pane

To view all assets that are monitored with this policy, click View Associated
Assets

To make this policy the default monitoring policy, click the Set as Default
Policy icon

Deleting a Monitoring Policy

You can delete user-defined monitoring policies in the Plan Management section.
Resources are associated with a monitoring policy. When you delete a user-defined
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monitoring policy, any asset or group associated with that policy is automatically
detached from the policy. However, the asset does retain the monitoring configuration
that was defined by the policy.

You cannot delete system-defined policies.

Related Resources for Monitoring Rules and Policies

For instructions in performing actions or to learn more about the role of this feature,
go to one of the following resources:

= See Chapter 11, "Hardware" for information about hardware monitoring.

= See Chapter 12, "Operating Systems" for information about monitoring operating
systems.

= See Chapter 9, "Incidents" for information about managing incidents that result
from monitoring.

= See Appendix G, "Expression Query Language" for details about the expression
query language, grammar, lexical elements, and method details.

= For end-to-end examples, see the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm. The following How To
documents relate to monitoring:

- Understanding OS Performance and Capacity

-  Tuning Monitoring Rules and Policies
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Software Libraries

The following information is included:

Introduction to Software Libraries and Repositories
Roles for Software Libraries

Actions for Software Libraries

Location of Software Library Information in the User Interface
Knowledge Base and Parent Repository

Using Software Libraries

Libraries for Oracle Solaris 11

Libraries for Oracle Solaris 10, 9, 8 and Linux
Images

Local Content

Backing Up Images and Local Content

Related Resources for Software Libraries

Introduction to Software Libraries and Repositories

Oracle Enterprise Manager Ops Center uses libraries to store and manage cached data,
images, packages, and metadata. A library that stores images for provisioning
operations is a Software Library. At least one software library always exists on the
Enterprise Controller.

A Software Library accepts the following types of images:

OS images that install an operating system
Branded images that install a specialized version of an operating system

Firmware images and the supporting metadata to update existing firmware on
service processors, RAID controllers, and disks

Another type of library is a storage library. See Chapter 6, "Storage Libraries" for
information about this type of library.

Roles for Software Libraries

Table 5-1 lists the tasks and the role required to complete the task. Contact your
administrator if you do not have the necessary role or privilege to complete a task. See
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the Oracle Enterprise Manager Ops Center Administration Guide for information about the
different roles and the permissions they grant.

Table 5-1 Software Libraries Tasks and Roles

Task Role

Set Enterprise Controller Storage Library Oracle Enterprise Manager Ops Center Admin
Create Library Storage Admin
Delete Library Storage Admin
Associate Library Storage Admin
Import image Storage Admin
Upload image Storage Admin
View details of an image Storage Admin
Moving an image Storage Admin
Edit Attributes Storage Admin
Associate Library to Server Pool Cloud Admin

Actions for Software Libraries
Perform the following actions, depending on the requirements:
= Designate a default software library
= View details of an image
s Create Library
s Delete Library
= Associate Library
= Import Image
= Upload Image
s Download an OS image
= Moving an image
= Edit Attributes

s Create Update Library and manage content

Location of Software Library Information in the User Interface

Table 5-2 shows where to find information.

Table 5-2 Location of Library Information in the BUI

Object Location

To see the software libraries Expand Libraries in the Navigation pane, then expand Software Libraries.
To see firmware and OS Expand Plan Management in the Navigation pane, then click Profiles and
provisioning profiles Policies.
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Knowledge Base and Parent Repository

By default, Oracle Enterprise Manager Ops Center operates in Connected mode. In
this mode, the Enterprise Controller uses the Internet to download images and
metadata from the Oracle Knowledge Base and the Oracle Solaris 11 Package
Repository.

s The Oracle Knowledge Base (KB) contains metadata for Oracle Solaris 10, 9, and 8
and Oracle Linux OS components.

»  The Oracle Solaris 11 Package Repository includes packages of images in IPS
format for Oracle Solaris 11.

To use the Oracle Enterprise Manager Ops Center software without Internet access,
your site can maintain a local version of the Knowledge Base or Repository on your
site’s network. In this case, the Enterprise Controller connects to the local network
location to get the latest information.

EC Library for Oracle Solaris 10, 9, and 8 and Oracle Linux OS

The Enterprise Controller must have at least one Software Library to store the new
versions of images that are downloaded from the Oracle Knowledge Base. Oracle
Enterprise Manager Ops Center updates this library each week, by default.

In addition to the routine download operations, you can create jobs to update assets.
When you submit an update job for specific target assets, the Agent Controllers on the
targets send a request to the KB through the Enterprise Controller to download the
latest information.

The product installation procedure creates the Initial EC Library. At any time, you can
specify a different software library to accept the automatic download operations from
the Knowledge Base. A badge identifies the current active library. Figure 5-1 shows
the badge, a white down arrow on a green background.

Figure 5-1 Badge Identifying the Current Default Library

=l |, Zoftware Libraries
[¥5 Initial EC Library

To Change EC Software Libraries
To specify a different software library as the default software library:

1. Create a software library, as described in Creating a Software Library.
2. Expand Administration in the Navigation pane.

3. Click Set Enterprise Controller Storage Library in the Action pane. The window
lists all libraries with the current library highlighted.

4. Click the new software library.
5. Click Apply.

When the job is completed, the Library section of the Navigation pane shows the
software library you selected as the default library.

Publishers and Parent of the Oracle Solaris 11 Repository

The Oracle Solaris 11 Package Repository resides at the Oracle site:
http://pkg.oracle.com/solaris/release/. This repository has the role of Publisher
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and Parent for your local repository. The Oracle Solaris 11 Package repository is
similar to the Knowledge Base but is only for Oracle Solaris 11 images and updates.

A component of an Oracle Solaris 11 update package is the IPS Package Manifest. The
manifest consists of the following:

= Metadata for the package such as name, description, version, and category
= Files and directories that are included
= Dependencies on other packages

s Instructions to specify the services to restart on the system, to specify the aliases to
update for a hardware driver, or to create the users and groups.

Other parent repositories, such as Oracle Solaris Cluster, are available. You can
configure more than one parent repository and provide their credentials. For a list of
available Oracle repositories and to download the key-certificate pair, see the
pkg-register.oracle.com site.

Using Software Libraries

In addition to the EC Library, you can create more Software Libraries and organize
their content, according to your site's purposes. You can use a file system on the
Enterprise Controller's system or a shared file system on an NFS server that the
Enterprise Controller mounts. The file system on the Enterprise Controller is called a
local software library. The file system on the NFS server is called a NAS software
library. See Types of Storage for Libraries.

When Oracle Enterprise Manager Ops Center provisions target systems with an
operating system or firmware, it copies the images files from the designated Software
Library to the Proxy Controller that manages the target. The Proxy Controllers handle
the provisioning operations. When Oracle Enterprise Manager Ops Center provisions
target systems with an update to an operating system, it uses the software library
named Linux and Oracle Solaris 8-10 Software Update Library or the Oracle Solaris 11
Software Update Library.

Viewing the Contents of a Software Library

You can display the contents of the software library, its associations, and details about
the disks in the software library. You can also see how Oracle Enterprise Manager Ops
Center monitors the library and any problems.

To View the Contents of a Software Library
1. Expand Libraries in the Navigation pane.

2. Click a software library.
The details of the selected library are displayed in the center pane in a set of tabs.
The Summary tab displays information about the entire software library:
= URL - File for a local library and NFS for a NFS share
»  Size — Total storage capacity of the library
= Used Space — Percentage of used space as compared to available space
= State — Status of the library
»  Access — Read-Write
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The Library Contents table lists all the images in the library, organized by type,
and includes the size and the date the image was modified. The other tables on the
Summary tab describe the types of images: Service Processor Firmware,
Component Firmware, and BIOS Configuration Snapshots

3. To see the results of monitoring the software library, click the Incidents tab.

4. To see the attributes and values that are being monitored, click the Monitoring tab.

Creating a Software Library

You can create a software library that uses space on a file system on the Enterprise
Controller's system, which is a Local Software Library. You can also create a software
library that uses space on a shared file system on an NFS server. This type of library is
a NAS Software Library.

Note: When you use both local and NAS software libraries, do not
use the same name for the library.

Creating a Local Software Library
1. Expand Libraries in the Navigation pane.

2. Click New Local Software Library in the Action pane.
3. Enter a unique name and description.

4. In the URL field, enter the location of the file system.
5. Click Create.

Creating a NAS Software Library
1. Expand Libraries in the Navigation pane.

2. Click New NAS Software Library in the Action pane.
3. Enter a unique name and a description.
4. Choose the type of service:

a. To use a unified storage appliance, select an appliance and specify the
exported share to use.

b. To use an NFS server, enter the host name and path for the NAS appliance.
5. Click Create.

Libraries for Oracle Solaris 11

The Oracle Solaris 11 Image Packaging System (IPS) contains the packages that you
need to install, provision, and update your Oracle Solaris 11 operating system. Each
IPS package has an associated manifest that describes how the package is assembled.
The package manifest provides basic metadata about the package (such as name,
description, version, and category), what files and directories are included, and the
package dependencies. Packages might specify the services to restart to refresh some
configuration on the system, specify the aliases to update for a given hardware driver,
or the users and groups to create as part of the package installation process. A package
repository holds all software packages and systems must connect to the repository to
install software updates.
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Oracle Solaris 11 Software Update Library

The Enterprise Controller can manage a local copy of a parent repository for the
Oracle Solaris 11 Image Packaging System (IPS). The local repository, called the Oracle
Solaris 11 Software Update Library, is used to provision the Oracle Solaris 11
operating system on assets. You configure the Oracle Solaris 11 Software Update
Library when you install Oracle Enterprise Manager Ops Center, or you configure the
library after installation. You assign storage to the Oracle Solaris 11 Software Update
Library, and then populate it with a local copy of the IPS.

Note: The host system for the Enterprise Controller must use the
Oracle Solaris 11 operating system. Do not attempt to initialize an
Oracle Solaris 11 Software Update Library on a different Oracle
Solaris operating system.

The Oracle Solaris 11 Software Update Library has the following states:

= Unconfigured — Oracle Solaris 11 Software Update Library was not configured
when you installed and configured Oracle Enterprise Manager Ops Center.

s Configuring — The Oracle Solaris 11 Software Update Library is in the process of
being configured.

= Syncing — The Oracle Solaris 11 Software Update Library is in the process of
updating and synchronizing with the IPS or is in the process of being
reconfigured. The Oracle Solaris 11 Software Update Library is locked and
unavailable for use when in this state.

s OK - The Oracle Solaris 11 Software Update Library is ready to use.

If the Oracle Solaris 11 Software Update Library is in an unconfigured state, use the
Initialize Oracle Solaris 11 Software Update Library action to populate the library
with a local copy of the IPS packages. When complete, the new library appears in the
Libraries section and contains three sections: Summary, Boot Image, and Packages.

Note: The process of initializing the library takes several hours.

To keep the Oracle Solaris 11 Software Update Library up to date, synchronize it with
the parent IPS repository. The Oracle Solaris 11 Software Update Library is locked
during the process and you cannot perform OS provisioning or OS update tasks.

Summary of Oracle Solaris 11 Software Update Library

When the Oracle Solaris 11 Software Update Library is configured, its Summary tab,
shown in Figure 5-2, provides an overview of the health, status, and last update. The
URL listed on the Summary is the location of the Oracle Solaris 11 Software Update
Library. The size is the amount of space allocated to the file system, and the used space
shows the amount of space used by the packages that are located in the library.

The Publishers table shows each Parent Repository and its credentials. The URL is the
location of the Parent Repository for Oracle Solaris 11 packages and content located in
the Image Packaging System (IPS). These URLs are used to synchronize the
information in your Oracle Solaris 11 Software Update Library with the Image
Packaging System. The Parents list is created when you use the Configure Parent
Repositories Wizard. If your site has its own local repository for Oracle Solaris 11
packages, update Oracle Enterprise Manager Ops Center’s library from that location.
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Figure 5-2 Oracle Solaris 11 Software Update Library Summary
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Library State: OK
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Size: 134 GB
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Content of the Oracle Solaris 11 Software Update Library

The Content tab, shown in Figure 5-3, displays a list of the packages in the Oracle
Solaris 11 Software Update Library with a brief description of each package. You can
filter the list of packages by selecting a category or version. You can also search for a

specific package.

Figure 5-3 Oracle Solaris 11 Software Update Library Content

» Oracle Solaris 11 Software Update Library

Summary Content Incidents Monitoring
Packagesi/Patches
<¢| Search Criteria Packages/Patches
Category: Support Repository Updates | v ‘@
Component Version
Version: All Versions hd -
entire:
Show Only: #| Support Repository Updates entire 0.6.11,5.11-0.175.2.0.0.3.0

Configuring Parent Repositories

You manage publishers for the parent repository and synchronize the Oracle Solaris 11
Software Update Library with the parent. You can create a recurring schedule to
synchronize the Oracle Solaris 11 Software Update Library during non-peak hours.

In the Configure Parent Repositories Wizard, create a list of parent repositories and
associated credentials that you use to update the Oracle Solaris 11 Software Update
Library. During the synchronization operation, all the content in the parent repository
is compared to the existing content in the Oracle Solaris 11 Update Software Library

and new or updated content is downloaded.
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Using an Alternate IPS Repository

Oracle Enterprise Manager Ops Center synchronizes with a parent repository to
maintain the Oracle Solaris 11 Software Update Library, that is, the Oracle Solaris 11
Software Update Library is a child of the parent repository. If your site already has an
Oracle Solaris 11 IPS repository for other purposes, you have the option of declaring
that repository as the Oracle Solaris 11 Software Update Library. Operations that use
IPS content retrieve the content from your IPS repository. Because it is not a
parent-child relationship, no synchronization is performed.

When you install Oracle Enterprise Manager Ops Center or when you initialize the
Oracle Solaris 11 Update Software Library, identify your IPS repository as the Oracle
Solaris 11 Update Software Library. All operations that use this software library will
retrieve content from the IPS repository.

Note: Oracle Enterprise Manager Ops Center does not maintain the
content of the IPS repository. You must maintain this repository
manually.

To Use an IPS Repository as the Oracle Solaris 11 Software Update Library
1. Locate your site’s Oracle Solaris 11 IPS repository or create one.

Expand Libraries in the Navigation pane.
Click Software Libraries.

2

3

4. Click Initialize Solaris 11 Software Update Library in the Action pane.

5. In the Specify Library Location field, enter the location of your IPS repository.
6

In the URL field for the parent repository, do not enter any text. Leave this field
blank.

7. Click OK.

Adding Content

Use the Add Content action to specify a parent repository and add ISO image files to
the Oracle Solaris 11 Software Update Library manually. The parent repository URL
and credentials are not saved when you use this action. To save a list of repositories,
use the Configure Parent Repository action.

Deleting Oracle Solaris 11 Software Update Library

You can delete the library and keep its packages and content, or you can delete the
library and all of its contents.

Libraries for Oracle Solaris 10, 9, 8 and Linux

Update Profiles and any profiles you create that provision an OS or firmware image
rely on the contents of a software library. For Oracle Solaris 10, 9, and 8 and for Oracle
Linux, a dedicated software library called Linux, Solaris 8-10 Software Update Library
contains the packages, updates, and site-specific scripts and configuration files for
these operating systems.

You configure the Linux, Solaris 8-10 Software Update Library when you install Oracle
Enterprise Manager Ops Center, or you can configure the library after installation
using the Create Update Library action.
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For each OS, this software library organizes its contents in the following categories:
s Clusters (groups of Oracle Solaris packages)
s Configuration files

= Hardware

s Local

s Local Packages

s Local RPMs

= Notifications

= Packages

= Patches

= Post-actions

»s  Pre-actions

= Probes

s Recommended Software Configurations

s Oracle Solaris Baselines

You can change the display of the contents of the library according to the OS
distribution, the category, the type of view, and the version.

See Images for information about managing the content in the library.

See Local Content for information about managing the content of the local categories.

In most cases, all the images you need are downloaded from the Oracle Knowledge
Base or the Oracle Solaris 11 Package Repository. You can also create images within
Oracle Enterprise Manager Ops Center or obtain them from a location external to
Oracle Enterprise Manager Ops Center and then import or upload them into Oracle
Enterprise Manager Ops Center.

An operating system can be in ISO format or FLAR format. Firmware can have various
formats, depending on the vendor.

s ISOimage — The image, also called a disk image, contains uncompressed
directories and files of any type: application or data or both. This type of image
can reside on removable media.

»  FLAR image — The image is a flash archive of an Oracle Solaris 10, 9, or 8
operating system and other software. You can use a FLAR to install or restore a
system to a specific configuration. Differential FLAR images are not supported.
FLAR files must have the .flar file name extension

Note: Another type of image is a virtualization image. This type of
image is stored in a Storage Library and contains the configuration
information for a guest, its operating system, and the applications that
the guest uses.
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Images for OS Provisioning

An OS image contains an entire operating system in either ISO format or FLAR format.
A subset of OS images are branded images, which install an operating system that is
optimized for a specific purpose and can also include applications. OS images
provision the operating system on both hardware servers and virtualization hosts.
Table 5-3 shows the location of OS images.

Table 5-3 Location of Images for Each Operating System

Operating System Location of Images

Oracle Solaris 11 Oracle Solaris 11 Software Update Library
Oracle Solaris 10, 9, 8 Linux and Oracle Solaris 8-10 Software Update Library
Oracle Linux Linux and Oracle Solaris 8-10 Software Update Library

In addition to being grouped as packages and updates, Oracle Solaris OS images are
also grouped into baselines.

Requirements for OS Images

= An OSimage must be in a single image file. For example, on an Oracle Solaris
system, the following command collects all OS component files on the
auto-mounted file system into an ISO file.

# mkisofs -o <name_of_0S.iso> -J -R /cdrom/<name_of_0S>
s The Oracle Enterprise Manager Ops Center software uploads or imports one ISO

file per operation. If you are loading an ISO file from physical media and the file
spans more than one CD, combine the content on one DVD.

s AnISO file cannot be made from Oracle Solaris installation CDs.

Images for Firmware Updates

Firmware images provision hardware assets. A firmware image is a copy of the
vendor's firmware file and metadata for the firmware, such as the platform it is used
on and any software dependencies. You obtain the images by downloading them from
vendor websites or uploading them from their product media. Firmware images are
stored in Software Libraries. The maximum size of a firmware image is 20 MB.

The following firmware types are supported:
»  Service Processor firmware

n  Chassis firmware

s Power distribution unit firmware

= Storage Component firmware updates firmware on RAID Controllers, Expanders
and Disks.

When you import a firmware image, you might be required to provide metadata to
complete the image file. You can usually find the information in the image's README
file. You must provide the firmware type, the systems that the firmware supports, the
version of the firmware, and any other firmware images that this firmware image
depends on.
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Example 5-1 Example of Firmware Metadata

The following is an example of a README file for ALOM-CMT firmware, where a
single binary is deployed to the Service Processor.

s To determine the type and version of the firmware update:

Latest Sun System Firmware(6.1.2):

System Firmware 6.1.2 Sun Fire[TM] T2000 2006/01/20 18:19
ALOM-CMT v1.1.2 Jan 20 2006 18:06:10

VBSC 1.1.1 Jan 20 2006 17:56:19

Reset V1.0.0

Hypervisor 1.1.0 2005/12/15 11:10

OBP 4.20.0 2005/12/15 16:48

Sun Fire[TM] T2000 POST 4.20.0 2005/12/15 17:19

s To determine the models supported:
This README is intended for users who wish to
upgrade the firmware in their Sun Fire T2000.

s To determine if the system needs to be powered off before updating the firmware:
a)To update the Sun System Firmware, the system must be powered off (i.e. in

standby mode) .

From this README file, identify the following metadata:
= Available platforms — Sun Fire T2000

s Type- VBSC

s Version-1.1.1

= Require power off — Yes

For this example, the VBSC firmware subcomponent/type with version 1.1.1 was
used. You can use any of the other types such as ALOM-CMT:1.1.2 or OBP:4.20.0.
However, you must ensure that the version specified is always the firmware
subcomponent/type.

Uploading or Importing Images

To provision firmware or an OS, you use a deployment plan to direct Oracle
Enterprise Manager Ops Center to retrieve the images from the appropriate software
library and install them on the targeted assets. Each time you import an image, you
also create a profile with the same name. You can use the default profile but, as a good
practice, make a copy of the profile and rename the copy for use in deployment plans.
Leave the original profile with its original name in the library.

To use an image in a deployment plan, the image must be in one of the Oracle
Enterprise Manager Ops Center's software libraries. You upload an image or import
an image, depending on where the image resides. In both cases, you are moving the
image from a location external to Oracle Enterprise Manager Ops Center's
management into one of its libraries.

»  If the image resides on the Enterprise Controller's system, import the image.

»  If the image does not reside on the Enterprise Controller's system, upload the
image. This operation relies on the browser to transfer the image file. The
maximum size of an image that you can transfer using browser operations is 2 GB.
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If the image is larger than 2 GB, move the file manually to the Enterprise
Controller's system and then import it.

Importing an Image

1.
2.
3.
4.

Expand Libraries in the Navigation pane.

Click Software Libraries or Storage Libraries to expand.
Click the library.

Click Import Image in the Actions pane.

The Import Image window is displayed.

Figure 5-4 Import Image

Oracle Enterprise Manager Ops Center - Import Image [ <]

Import Image @ ORACLE

* Indicakes Reguired Field

Image Type: (3) (S0 () Storage Appliance Updste

Y FLAR
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() Initial EC Library/blobs

Directory: i Browese...

Imagetobe  ayailable images in the selected directory
Imported:

Matne |

README 20l-11 _1-upgrade-repo &
zal-11_1-repo-full izo-b

HEADER: html

* Image Mame:

Description:

Identify the type of format for the image.

Identify the current location of the image file. For an ISO image file, the available
source locations are the Initial EC Library or another location that is accessible to
the Enterprise Controller.

If the image file is located in an accessible location, enter the name of the directory
or use the Browse button to navigate to the location.

Select the image you want to import.

Enter a name for the image and a description. Image names must be unique, can
consist of up to 100 characters, and can include numbers, letters, and some special
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symbols. The following special symbols are prohibited: comma, asterisk, single
quote, double quote, parenthesis, question mark, equal sign, and newline.

9. Click Import Image to copy the image to the library.

Uploading an Image

Although the action name is Upload ISO Image, you can use the action to upload a
FLAR file. However, the original OS image, the image that the FLAR is based on, must
also be in the same library.

1. Expand Libraries from the Navigation pane.
2. InSoftware Libraries, select the library in which you want to store the image.
3. Click Upload ISO Image in the Actions pane.

The Upload ISO Image window is displayed.

Figure 5-5 Upload ISO Image

| Oracle Enterprise Manager Ops Center - Upload an ISO Image B

Upload an 150 image to library: Initial EC Library

Source of ISOFls: cojact 3 file to upload Browse...

TS50 image name:

Descripkion:

4. Click the name of the file in the Source of ISO File field or click Browse to navigate
to the image.

5. Enter the name and description of the image.

6. Click Upload Image. The progress of the upload to the Enterprise Controller is
displayed. After uploading, the image is in the software library.

Uploading Firmware Images

The Upload Firmware action can be directed to retrieve firmware images from either
the Enterprise Controller’s file system or a local file system. Use the procedures in
Keeping Your Firmware Up-to-Date in the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm to upload firmware.

Note: The UploadFirmware action is disabled for Exalogic systems.

Working with Firmware for Power Distribution Units

The firmware for a PDU consists of two files, one for the firmware and one for the
management software of the PDU. Each firmware image must be imported or
uploaded and then a profile created that includes both images. The firmware images
must have metadata, which is not always included in the image. In that case, you
specify the metadata during the import or upload operation.
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Uploading Firmware With Metadata

Use the procedures in Keeping Your Firmware Up-to-Date in the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm to upload firmware. At the
step for Select Firmware Components, select both firmware components:

s MKAPP_Vfirmware versionDL
s HTML_Vfirmware versionDL

Uploading Firmware Without Metadata

Use the procedures in Keeping Your Firmware Up-to-Date in the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm to upload firmware. At the
step for Select Firmware Components, select one firmware component, MKAPP_
Vfirmware_version.DL and click Upload. To define the metadata for the firmware:

1. For the target type click PDU.

2. For the platform, click Sun Rack II PDU.

3. Enter the version of the firmware.

4. Choose Depends On None and accept the remaining default options.

After the job is completed, repeat the procedure with the other firmware image,
HTML_V firmware_version.DL with one difference: At Step4, specify that this
firmware image depends on the MKAPP_V firmware_version.DL image.

Creating a Firmware Profile for PDU Firmware Updates
1. Expand Plan Management in the Navigation pane.

Click Create Firmware Profile in the Actions pane.
Enter a name and description for the profile.
For subtype, click Power Distribution Units.

2

3

4

5. For target type, click Power Distribution Units. Click Next.

6. For Firmware Configuration, accept the default options and values. Click Next.
7

Select both images: MKAPP_V<firmware_version>.DL and HTML_V<firmware_
version>.DL. Click Next.

8. Review the summary of the new profile and click Finish to submit the job.

Local Content

Note: This section does not apply to Oracle Solaris 11. To add
custom content for Oracle Solaris 11, use pkg commands to add the
content to a local IPS repository and then import the repository into
Oracle Enterprise Manager Ops Center. To use custom scripts, use an
operational profile with either the Execute Operation action or an
operational plan. See Operational Profiles and Plans.

The Linux and Oracle Solaris 8-10 Software Update Library also stores and gives
access to site-specific configuration files and scripts used in deployment plans. This
local content can also include data files, executable files, or binary files. For example,
you might develop a script to test servers before running a provisioning job.
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You can view details such as distribution, version, release, group, size URL, when the
file was added or edited, any summary and description information, host, RPM, and
vendor.

Local Categories

The Local categories of the Updates Library have no connection to the Knowledge
Base. You upload local content to the software library, directed into one of the
categories, and then maintain the files throughout their life cycle.

Local content is organized into the following default categories: local RPMs or PKGs,
configuration files, macros, pre-actions, post-actions, and probes. You can create
subcategories to further organize your local content. The type of local content allowed
in a subcategory depends on its parent category.

Adding a Local Category
1. Expand Libraries in the Navigation pane.

Click Linux and Oracle Solaris 8-10 Software Update Library.
Click Add Local Category in the Actions pane.
Enter a name for the new subcategory.

2
3
4
5. Enter a brief description for the new subcategory such as its purpose.
6. Click Distribution to assign to the subcategory.

7

Click Parent Category to select one of the system-defined categories for the
subcategory.

8. Click Apply. The new subcategory is created under the selected default category.
You can now upload software packages and files into the new subcategory.

Uploading a Local Action

An action is a script, binary file, or executable file that makes changes to the managed
host. To use the uploaded script or file, create an Update profile and include the
profile in the deployment plan that installs or upgrades the OS. The following actions
are available:

»  Pre-Actions — Script that runs on a managed host before the provisioning step
starts. When you create the deployment plan, you select the Execute Pre-Install
step and then select the profile that includes the script.

s Post-Actions — Script that runs on a managed host after a job is completed. When
you create the deployment plan, you select the Execute Post-Install step and then
select the profile that includes the script.

= Probes — Script that runs on a managed host to verify that a job can be performed.

= Macros — Script that modifies a generic configuration file to make it specific for a
managed host. Use macros to apply a single configuration file across multiple
hosts by customizing the configuration file for each host’s environment. The script
outputs a single line that replaces a macro sign in a configuration file.

1. Expand Libraries in the Navigation pane.
2. Click Linux and Oracle Solaris 8-10 Software Update Library.
3. Click Upload Local Action in the Actions pane.

The Upload Local Action window is displayed in Figure 5-6.
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Figure 5-6 Local Upload Action

Oracle Enterprise Manager Ops Center - Upload Local Action B
Action name
Description
Action type Pre-ackions
Distribution SOLARIS10_SPARC
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Parent Categary Pre-actions Brovvse...
File to upload Browse...

Upload Cancel

Enter a name for the action.
Enter text to describe the purpose of the script or executable file.
Select the type of action such as Pre-Action, Post-action, Macros, or Probes.

Click the name of the distribution that is appropriate for the script or executable
file.

The Parent Category field shows the category you specified as the type of Action.
If your site uses subcategories, click the Browse button to navigate to the specific
subcategory.

Click Browse to locate and select the script or executable file.

Click Upload. The file is uploaded to the Linux, Solaris 8-10 Software Update
Library in the category you specified.

You can now create a profile for the script and then use the profile in a deployment
plan.

Uploading a Local Software Package

You can upload software in the following formats:

pkg
rpm
tar
zip
gzip

compress

If the file is in compressed format, the file is uncompressed after it is uploaded.

1.
2.
3.

Expand Libraries in the Navigation pane.
Click the operating system’s Software Update Library.
Click Upload Local Software Packages in the Actions pane.
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Select Yes if the package is a security fix for a previous version of the software.
Otherwise, select No.

Click the name of the distribution to which you want to add this package.

In the Parent Category section, click Local PKGs or click Browse to locate a
subcategory.

In the Files section, click Add to see the list of files. Select at least one software
package.

Click Upload. The file is uploaded to the Linux, Solaris 8-10 Software Update
Library in the category you specified.

You can now include the package or RPM in an provisioning profile.

Uploading a Local Configuration File

A configuration file is a text file, binary file, or non-RPM application that contains the
settings and values for an asset type. To use the uploaded file, create an Update profile
and include the profile in the deployment plan that installs or upgrades the OS.

Uploading a Local Configuration File

1.
2.
3.

Expand Libraries in the Navigation pane.

Click Linux and Oracle Solaris 8-10 Software Update Library.

Click Upload Local Configuration File in the Actions pane.

The Upload Local Configuration File window is displayed in Figure 5-7.

Figure 5-7 Upload Local Configuration File

Oracle Enterprise Manager Ops Center - Upload Local Configuration File ]
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In Target path on server, type the full path to the configuration file.
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10.

In Version, type a character string to identify this version of the file. The string is
appended to the file name when it is displayed in a Components list.

Enter a brief description of the file.

Select the Distribution to which this file is applied. You can choose multiple
distributions.

In Parent Category, accept the Configuration Files category or click Browse to
locate a subcategory.

Click Browse to locate and select the configuration file.

Click Upload. The file is uploaded to the Linux, Solaris 8-10 Software Update
Library in the category you specified.

Uploading Software in Bulk

You can upload multiple files or an entire directory in one operation. For example, you
can upload the contents of a DVD. All components in the directory and subdirectories
are uploaded.

The files must be in the following formats:

pkg

rpm (for Linux RPMs)
tar

zip

gzip

compress

If files are compressed, the software extracts the files after it uploads them.

Before You Begin

Verify that the files have the supported file types.

Verify that the file size does not exceed 2 GB. If the file is larger than 2 GB, copy
the file manually to a file system on the Enterprise Controller's system.

If you are uploading from removable media, insert the media.

Uploading Local Software in Bulk

1.
2
3.

Expand Libraries in the Navigation pane.

Click Linux and Oracle Solaris 8-10 Software Update Library

Click Bulk Upload Packages and Patches in the Actions pane.

The Upload Packages, Patches, and RPMS window is displayed in Figure 5-8.
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Figure 5-8 Upload Local Software
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4. Click Distribution to select the distribution that applies to these files.
5. Select either Upload from OS Image or Upload from Directory.

6. Specify the path to the OS image or directory or click Browse to locate and select it.
If you specify a directory, all files in the directory and its subdirectories are
uploaded. If you specify an OS image, you must mount the OS image and select
the files.

a. Click one of the OS images and click Mount.
b. Click Browse to locate and select the files.
7. Click Submit. The upload job is created.
To view the status of the upload job, select Bulk Upload Results.

To view the certified packages in the software update library, click the Content tab in
the center pane and select Patches in the Category list. To view non-certified packages,
click Local PKGs or Local RPMs in the Category list.

Viewing Results of a Bulk Upload Operation

You can view a detailed history of all the local components that were uploaded in
bulk.

To View Bulk Upload Results
1. Expand Libraries in the Navigation pane.

2. Click Linux and Oracle Solaris 8-10 Software Update Library.

3. Click Bulk Upload Results in the Actions pane. The uploaded components list
displays the name, description, status, and date for each component.

4. Select a component and click View Results. The details of the uploaded
components are displayed.

Using Local Content

The local content that you uploaded to the software library is used in profiles and
deployment plans to guide and complete provisioning operations. For example, a local
configuration file can be modified by the output of a macro so that each target gets the
appropriate configuration file.
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s Create the macro named mymacro and upload it to the software library.

# cat /var/tmp/runme.sh
#!/bin/bash
hostname

= Create the local configuration file and upload it.

### This configuration file changes

### the following line to the output of "mymacro"
### Include this configuration file in the profile.
<?AM”>mymacro<”AM~>

»  Create an Update profile and deployment plan to include the local configuration
file.

= Deploy the plan. The resulting configuration file on a particular server, for
example mymachinel, has the following content:

### This configuration file changes

### the following line to the output of "mymacro"
### Include this configuration file in the profile.
mymachinel

Editing Local Content

You can edit files in the Local Categories. For example, if you uploaded a file that
contained IP addresses and determined that there was an incorrect IP address in the
file, you can edit the file to correct the IP address. You can also use this procedure to
replace the file with a corrected file.

1. Expand Libraries in the Navigation pane.

2. Click Linux and Oracle Solaris 8-10 Software Update Library.
3. Click Edit Local Component File in the Actions pane.
4

To specify the file, type its name or click the Browse button to navigate to the file.
If the file is not found, click Distribution to select the correct distribution. Only
files in the selected distribution are displayed.

5. Select either Edit existing file or Replace existing file.
= If you choose to edit the file, make changes to the file and click Save.

= If you choose to replace the file, browse for the replacement file and click
Upload.

Deleting Local Content

You can remove your site's local content or added categories. You cannot remove the
default categories.

Note: Deleting content does not require confirmation and cannot be
undone. Verify you are deleting the correct local component.

1. Expand Libraries in the Navigation pane.
2. Click Linux and Oracle Solaris 8-10 Software Update Library.
3. Click Delete Local Component in the Actions pane.
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4. Expand the category to display the component you want to delete. To change the
distribution, click Distribution.

5. Select the file or a subcategory to delete.
6. Click Delete.

To remove a subcategory and its components, do not attempt to remove each
component and then remove the subcategory. When there are no components in a
subcategory, the subcategory creates a placeholder component, which you cannot
delete. Repeat the procedure and select the subcategory itself to delete. The
placeholder component is also removed.

Backing Up Images and Local Content

The ecadm backup command does not back up the software libraries. As a good
practice, create the software library for OS images on networked storage (NAS) and
include the network storage device in your site’s backup plan. As an alternative, back
up the Enterprise Controller’s directory manually.

1. Move the archive to another server, file-share facility, or a location outside of the
/var/opt/sun directory, according to your site's disaster recovery plan.

2. Ifitis necessary to rebuild the Enterprise Controller, restore the Enterprise
Controller and then restore the /var/opt/sun/xvm/images/os hierarchy.

Related Resources for Software Libraries

For instructions in performing actions or to learn more about the role of this feature,
see the following resources in the How To library:
http://docs.oracle.com/cd/E27363_01/nav/howto.htm.

»  Keeping Your Firmware Up-to-Date
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Storage Libraries

The following information is included:

» Introduction to Storage Management

= Roles for Storage Management

= Actions for Storage Management

»  Location of Storage Information in the User Interface
= Storage Libraries

»  Types of Storage for Libraries

= Storage Hardware

= Storage Profiles

= High Availability for Storage Resources

= Related Resources for Storage Management

Introduction to Storage Management

Oracle Enterprise Manager Ops Center manages and monitors storage servers and
appliances, discovers and provisions storage capacity on these appliances through
Storage Connect plug-in software, and then makes the storage available to virtual
assets through its storage libraries.

Storage libraries are the storage resources for Oracle Solaris Zones, Oracle VM Servers
for SPARC, Oracle VM Servers for x86, their server pools, and virtual datacenters.
These virtualization hosts and server pools store their metadata and their operational
data in storage libraries. The metadata and data for Oracle Solaris zones are stored in a
storage library associated with the global zone or server pool. A storage library that
supports an Oracle VM Server for x86 is an Oracle VM Storage Repository.

Roles for Storage Management

Table 6-1 lists the tasks and the role required to complete the task. Contact your
administrator if you do not have the necessary role or privilege to complete a task. See
the Oracle Enterprise Manager Ops Center Administration Guide for information about the
different roles and the permissions they grant.
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Table 6—-1 Storage Tasks and Roles

Task Role

Create a new storage library Storage Admin
Remove a storage library Storage Admin
Edit attributes of a storage library Storage Admin
Add storage capacity Storage Admin
Update a storage appliance Update Admin

Actions for Storage Management
You can perform the following actions, depending on the requirements.
»  Create new storage libraries, either as a file system or as block storage.

= Modify existing storage libraries. You can change the library’s attributes or add
capacity.

= Update storage appliances.
The set of available actions depends on what you have selected:

= When you select a physical asset, you can launch the asset’s user interface and
view information about the hardware’s state and configuration.

= When you choose an asset in the File Server group, the Filesystems tab in the
center pane lists all of the file systems with the Add a Backing Device icon, the
Edit icon, and the Delete icon.

= When you choose an asset in the Storage Array Group, the Logical Units tab gives
you access to the Create Logical Unit icon, the Resize LUN icon, the Delete LUN
icon, and the Clone LUN icon.

Location of Storage Information in the User Interface

Table 6-2 shows where to find information.

Table 6-2 Location of Library Information in the BUI

Object Location

To see the storage libraries Expand Libraries in the Navigation pane, then expand
Storage Libraries.

To see storage hardware information Expand All Assets in the Navigation pane, then scroll to the
Storage section. Select a physical asset to see information
about it in the center pane.

To see groups of storage arrays or file servers Expand All Assets in the Navigation pane, then Storage in
the Resource Management Views section.
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Table 6-2 (Cont.) Location of Library Information in the BUI

Object

Location

To see storage profiles Expand Plan Management in the Navigation pane, then

click Profiles and Policies. The Discovery, RAID Controller,
and Update Storage Appliance categories contain profiles.

To see the virtual host that is using a LUN Expand Libraries in the Navigation pane, then expand

Storage Libraries. Select the storage library to view the
LUNSs table in the center pane. The Allocated To field
displays the virtual host’s identifier.

To see the virtualization host that is using a Expand Libraries in the Navigation pane, then expand

storage library

Storage Libraries. Select the storage library to view the
Summary tab in the center pane. The IP address of the
virtualization host is in the Allocated To field.

Storage Libraries

A storage library stores metadata for each virtualization host in the server pool that is
associated with the storage library. Metadata is a virtualization host’s image or
identity: the configuration for its operating system, CPU, memory, and network. The
virtualization host's data, which results from its use, can reside in the same storage
library or in a different storage library.A storage library can be a local, that is, a file
system on the virtualization host's server, or it can be accessed through an NFS server
or SAN network.

When you create a virtual host, you assign it to one of the storage libraries associated
with its virtualization host so that its metadata can be stored.

= For the metadata of its local virtual hosts, virtualization hosts (Oracle VM Server
for SPARC, Oracle VM Server for x86, and global zones) can use a local storage
library.

m For the metadata of all virtual hosts, virtualization hosts must use a Network
Attached Storage (NAS) storage library.

s For data, Oracle VM Server for SPARC and Oracle VM Server for x86 can use
either NAS shares or SAN LUN:s for itself and for its virtual hosts. A global zone
can use SAN LUN:Ss for itself and for its non-global zones. The storage library must
be associated with the virtualization host.

The diagram in Figure 6-1 shows how the NAS and SAN storage libraries and
virtualization hosts interact with LUNS.

= SAN storage libraries expose data as virtual disks (LUNSs), identified by their LUN
GUUID:s. A control domain makes raw partitions available to its logical domains
using Fibre Channel or iSCSI, as described in Block Storage

= NAS storage libraries expose data as raw files and files in VMDK format. All types
of virtualization hosts store metadata using NFS services, as described in Network
Attached Storage (NAS) Storage Libraries
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Figure 6—-1 SAN and NAS Storage Libraries
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The LUNS, raw files, and raw volumes store data and metadata for the virtual hosts.
Figure 6-2 expands Figure 61 to show that the metadata for NAS virtual disks are
stored in the NAS storage library. Metadata for SAN virtual disks is persisted in the
SAN Storage Library.

Figure 6—2 Storage Library Metadata
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Network Attached Storage (NAS) Storage Libraries

Network-attached-storage (NAS) libraries are storage libraries for NFS storage device
mount points. The virtualization hosts use NFS services to attach to the storage
libraries and get access to the data and metadata.

You can store metadata for all virtual hosts in one NAS storage library or you can
create separate storage libraries for each virtual host. Use separate storage libraries to
increase ease of access, to increase capacity, and to increase performance.

If a NAS storage library becomes unavailable, the virtual hosts associated with the
library are affected in the following ways:

» If the storage library is used for the virtual hosts' metadata, a virtual host
continues to function but Oracle Enterprise Manager Ops Center can no longer
manage the virtual host. Because Oracle Enterprise Manager Ops Center relies on
its interaction with the metadata in the storage library, jobs that must read or
modify the metadata fail. You must manage the virtual host manually.

»  If the storage library is used for NFS large files that support virtual disks, the
virtual host does not function.

s If the boot disk is on the NFS share, the virtual host cannot be rebooted.
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s The virtual host cannot be migrated.

Storage Libraries for Server Pools

You can group virtualization hosts with the same processor architecture to create a
server pool. The virtualization hosts share all the storage and networks associated
with the server pool. If you add a virtualization host to a server pool, the libraries
associated with that virtualization host become available to all the other hosts in the
server pool. A server pool must use a NAS storage library. Figure 6-3 shows how

virtualization hosts in a server pool get access to storage resources through the storage
libraries.

Figure 6-3 External Storage
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Storage Libraries for a Virtual Datacenter

The vDC inherits the storage resources allocated for the server pool. See Storage Setup
in Chapter 18.

For each account, the amount of storage used by the guests is shown on the Account’s
Dashboard tab. In the Resource Allocation section of the dashboard, the Storage graph
shows the number of guests and the used space in gigabtytes. The scale for the x-axis
of the graph is adjusted according to amount of space allocated to guests. In

Figure 64, one guest is allocated 14 GB of space so Oracle Enterprise Manager Ops
Center uses 14 as the midpoint of the x-axis.
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Figure 6—-4 Graph of Guest Storage Resource Allocation
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Storage Libraries for Oracle Solaris Zones

A global zone provides storage resources to its non-global zones. The Oracle Solaris
Zone must be associated with a storage library. See Associating Storage Libraries in
Chapter 14.

Storage Libraries for Oracle VM Server for SPARC

The control domain provides storage resources to its logical domain. The control
domain must be associated with a storage library. See Associate Storage Libraries in
Chapter 15.

Storage Libraries and Repositories for Oracle VM Server for x86

Oracle Enterprise Manager Ops Center provides option to create Oracle VM Storage
Repositories. This type of storage library stores virtual machine metadata, templates,
assemblies, ISO images, and virtual disks for the Oracle VM Server for x86.

When you create the storage repository on a LUN, it is a block-based repository. When
you create the storage repository on a NFS file server, it is a NFS-based storage
repository.

Creating an Oracle VM Storage Repository

1.
2.
3.

Expand Libraries in the Navigation pane.
Select Storage Libraries.
Click New Oracle VM Storage Repository.

Enter a name and description for the repository and choose either the NFS or
OCEFS protocol. Click Next.

From the drop-down lists, choose the Oracle VM Manager and the Oracle VM
Server for x86 that use the storage repository, and the NFS File Server that
supports the storage repository.

Choose the file system on the NFS file server for the storage repository and specify
the share name. Click Next.

Choose the server pool to associate with the storage repository. Click Next.

Review the configuration and then click Finish to submit the job.
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Uploading Templates and Assemblies to an Oracle VM Storage Repository
1. Expand Libraries in the Navigation pane.

2. Select Storage Libraries.

3. Select the Oracle VM Storage Repository.

4, Click Import Image in the Actions pane.
The Import Image window is displayed.

Figure 6-5 Import Image
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5. Identify the type of format for the image, either Assembly Template or Oracle VM
Template.

6. Identify the current location of the image file. If the image file is located in an
accessible location, enter the name of the directory or use the Browse button to
navigate to the location.

7. Select the image you want to import.

8. Enter a name for the image and a description. Image names must be unique, can
consist of up to 100 characters, and can include numbers, letters, and some special
symbols. The following special symbols are prohibited: comma, asterisk, single
quote, double quote, parenthesis, question mark, equal sign, and newline.

9. Click Import Image to copy the image to the library.
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Types of Storage for Libraries
»  File Systems Libraries

= Block Storage

File Systems Libraries

Each virtualization host has a default local library named /guests where data and
metadata for each virtual host is stored. For the purposes of storage efficiency and
your site's organization, you can create and maintain other local libraries.

If the storage library becomes unavailable, the local library remains available.
However, any guest with metadata in a local library cannot be migrated.

Viewing Local Libraries

Use this procedure to see the local libraries for a virtual host and the contents of a
library. You can also see details of the local disks that support the local libraries.

1. Expand Assets in the Navigation pane.
2. Select the virtual host.

3. Click the Libraries tab in the center pane. The Associated Libraries table's Type
column identifies the libraries of the Local type.

4. Select a library of the Local type. The Usage table shows all the guests that use that
local library:.

5. In the Usage table, select a guest.

6. Click the Contents tab to see the Library Contents table with all of the images,
sorted by type.

7. To see details of the local disks, return to the Associated Libraries table and click
Local Devices. The select the local device library.

Editing the Attributes of a Local Library

You can rename a local library and you can change its description. You cannot change
the file system defined for the local library.

1. Expand Assets in the Navigation pane.
2. Select the asset.

3. Click the Libraries tab in the center pane. The asset's associated libraries and the
guests that are stored in the libraries are listed.

4. Click the Edit Local Library icon.
5. In the Edit Local Library pane, enter the new name or description for the library.

6. Click the Update button. When the job is completed, the edited local library is
listed in the Associated Libraries table.

Creating a Local Library

Each virtual host has a local library, located at file: ///guests. In addition to the
default local library, you can create other local libraries to use your storage resources
efficiently or organize your images.

1. Create a file system with read /write permissions for only the root user.
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2. Expand Assets in the Navigation pane.
3. Select the asset.

4, Click the Libraries tab in the center pane. The asset's associated libraries and the
guests that are stored in the libraries are listed.

5. Click the New Local Library icon.
6. In the Create Local Library pane, type a name and description for the library.

7. Inthe URL field, enter the directory name for the location where you want to store
images and metadata.

8. Click Create Local Library. When the job is completed, the new local library is
listed in the Associated Libraries table.

Deleting a Local Library

You can delete a local library that was added to a virtual host. After the deletion, the
virtual host does not have any access to either the directory defined for the local
library or any of its contents. The default local library, /guests, cannot be deleted. You
have the option of deleting the library and all of its contents or to delete the library but
keep the contents in the directory of the storage resource. In either case, the directory
is not deleted.

When the job is completed, the local library is removed from the Associated Libraries
table. If you chose to keep the local library's content, you can create a local library with
the same content by specifying the same URL for the new library.

Block Storage

Block storage libraries are used in SAN networks and define storage by Logical Units
or LUNs, which are backed by either Fibre Channel disks or iSCSI disks. You can
associate block storage libraries with server pools, Oracle VM Servers, or global zones
to store their data.

A LUN (Logical Unit Number) is a slice of a storage volume, as defined by the
following terms:

= Disk — Physical storage media. A set of disks is a disk array.
= Volume - An aggregation of storage space provided by several disks.

»  Slice — A partition of a volume that is exposed to the servers connected to the disk
array.

s LUN (Logical Unit Number) — The representation of a slice.
= GUID - The Global Unique Identifier for a LUN.

If the storage array is a managed asset, the LUNs can provide dynamic storage.
Table 6-3 compares static block storage libraries and dynamic block storage libraries.

Dynamic Block Storage

When Oracle Enterprise Manager Ops Center can create, resize, delete, and clone
LUNs, the block storage library is dynamic. When you add more virtual hosts to a
server pool, you can add more LUNS to the storage library in the same action. When
you discover a storage device with LUNs backed by iSCSI disks, a dynamic block
storage library is created.
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Static Block Storage

When Oracle Enterprise Manager Ops Center manages a storage device with existing
LUNs, it can use the LUNs but cannot change or delete them, or create new LUNS.
These operations must be done through the storage device’s user interface. A static
block storage library supports storage devices that were discovered and configured in
previous product software versions. Each LUN is for the exclusive use of its assigned
virtual host. Because a LUN has a fixed size and cannot be shared, you must plan how

to optimize the available storage in the storage library and assign a LUN of the
appropriate size.

Table 6-3 Comparison of Static and Dynamic Libraries

Dynamic Block Storage Library

Static Block Storage Library

Protocol

iSCSI

iSCSI
Fibre Channel

To create a storage
library

The storage library is created implicitly
when you discover storage hardware and
its target groups.

You create LUNs and then create the
storage library. You assign existing LUNs
to the library.

To manage a storage
library

When you add a virtual host, you can
create a LUN for it. When a virtual host
needs more storage, you can increase the
size of the LUN.

Any changes made through the storage
server’s user interface are reflected in the
Oracle Enterprise Manager Ops Center’s
user interface.

The number of LUNSs in the storage library
determines the number of virtual hosts that
can use the storage library.

Changes made through the storage server’s
user interface are not updated in the Oracle
Enterprise Manager Ops Center’s user
interface. Some information, such as a
LUN’s GUID can be obtained only from
the storage server’s user interface.

Add LUN icon Create a new LUN. Select an existing LUN or enter the GUID
of an existing LUN.

Edit LUN Details icon  Increase the size of the LUN. Renames the LUN in Oracle Enterprise
Manager Ops Center

Delete LUN icon Deletes the LUN and deletes the data. You Deletes the LUN from the library but does

are deleting the LUN on the storage server.

not delete data.

Selecting LUNs For the Block Storage Library

Use this procedure in the following situations:

= You are creating a new SAN storage library and have associated the new library
with a virtualization host or server pool immediately.

= You are increasing the storage capacity of an existing SAN storage library and
chose to select LUNs from the available LUNs.

The Available LUNSs table lists all of the LUNSs that are accessible from either the

associated library or from the pools, hosts, or zones you selected.For each LUN, the
following information is displayed to help you identify the ones you want to add to
the library.

= LUN GUID - The unique 32-digit identifier for the LUN.
s Host information for the LUN:

Hostname — Name or IP address of the host that can access the LUN.

Controller Number — The host's identifier for the HBA port, which is the
physical interface to the Fibre Channel disk array.

LUN Number — The host's identifier for the LUN.
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Size (GB) - Size of each LUN in Gigabytes.

Click one or more LUNs. Use the Search box to locate a specific LUN. When you
finished, click Next or Add LUN.

If you are adding a LUN to an existing storage library, a new job starts. If you are
creating a SAN storage library, review the details of the LUNs you have
configured in the Summary pane.

Click Finish to close the library.

Adding Capacity to Dynamic Block Storage Libraries

If the block storage library is not associated with a server pool or virtualization host,
you add storage capacity by specifying new LUNs by name. If the storage library is
associated, you can also select new LUNs from a list of the LUNs available to the
server pool or virtual host.

1.

2
3
4.
5

Expand Libraries in the Navigation pane.
Click Block Storage in Storage Libraries.
Click one of the available storage libraries.
Click Add LUN in the Actions pane.
Choose the method for adding LUNS:

s Toadd LUNS to the library manually, accept the default option: Manually
enter the GUID/WWN of the LUNs to be added. See To Add LUNSs to a Block
Storage Library Manually to complete the procedure.

s To select LUNSs from the available LUNS, click the Select from available
LUNs option. See Selecting LUNs For the Block Storage Library to complete
the procedure.

To Add LUNSs to a Block Storage Library Manually
You use this procedure in the following situations:

You are creating a new SAN storage library and have accepted the default action
of adding LUNSs later. You are required to add at least one LUN to create the
storage library.

You are adding a LUN to an existing SAN storage library. You selected the library
and then the Add LUN action. The default option is to specify each new LUN by
name.

After you have accepted the default option to add the LUNs by name, the table shown
in Figure 6-6 is displayed:
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Figure 6—6 Adding LUNs Manually

Library Mame : FCLib-11102010-153513
Description :

NOTE: You can only select from available LUMs if the Fibre Channel library is already associated with one or more virtual pools, global
containers or virtual servers,
(O Add one or more LUNs to the library, Use Ctrl+Click and Shift-+Click to select multiple LUNs

~| LUNs to be added to the library b\

& 0O x

LUN GUID | LUN Name

FCLib-11102010-1535134UN1

Add LUNs Cancel

1. Click the icon to create an entry for the LUN.

2. Click in the GUID/WWN field and type the GUID or WWN for the LUN. The
GUID is the Global Unique Identifier associated with each LUN, which is a
hexadecimal number of 32 digits. If your site uses SCSI initiators and targets, you
can enter the WWN for the LUN. You can edit the default name for each LUN.
Click Next or Add LUN.

3. If you are creating the storage library, review the details in the Summary pane.

4. Click Finish to close the Fibre Channel library.

Adding Storage to a Logical Domain

When a logical domain is created, it is assigned storage resources for its metadata and
operational data.You can add storage for the use of the logical domain by selecting
additional virtual disks from the storage library.

1. In the Asset section of the Navigation pane, click on the logical domain.
2. In the center pane, click the Storage tab.
3. In the table of virtual disks, click the Add Storage icon.

The Add Storage wizard opens. The list of libraries includes all storage libraries
that are available to the logical domain.
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Figure 6—7 Adding LUNs

Oracle Enterprize Manager Ops Center - Add Storage B
Add Storage @ ORACLE’
Hame: quest-01
Total Logical qgpcE
Domain Storage:
Additional 4 gg
Storage Specified:
Specify the library and the virtual disk for the additional storage.
[ Show in-use LUNs
Storage
o X
i z LUN#irtual Disk :
Library Target Disk Nane Volume Group Size (GB) ‘
EC-Lib Select Existing Vi... ' | = 4 .
LURK-11 {20} B
LUN-22 (20)
LUN-06 (20)
LUN-14 (20}
LUN-13 (20)
LUN-10 (20}
LUM-01 {20} (Allocated To: guest-29, vServer-1)
] LUN-08 (20} {Allocated To: vServer-2)
LUMN-21 {20} {Allocated To: guest-01) =
LUM-15 (20) (Allocated To: guest-01)
LUM-12 {20} {Allocated To: guest-099)
4. Select the library.
5. Select the LUN or virtual disk.
6. Click OK.
Create a LUN
In a dynamic block storage library, you can create a new LUN.
1. In the Asset section of the Navigation pane, click on an asset in the Storage Array
Group.
2. In the center pane, click the Logical Units tab.
3. Click the Create Logical Unit icon.
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Figure 6-8 Creating a LUN

Oracle Enterprise Manager Ops Center - Create Logical Unit [ ]
| Create Logical Unit ORACLE
|
* Name:
* &ize (GB): ]

Volume Group: | pogl-0/localjdefault {0 GB Avsilable) w7

Quality Of

Service:

Extra
Information:

A
Cancel

4. Enter the name and size for the new LUN.

5. Click Create.

Clone a LUN

In a dynamic block storage library, you can make a copy of a LUN.

1. In the Asset section of the Navigation pane, click on an asset in the Storage Array
Group.

2. In the center pane, click the Logical Units tab.
3. Select the LUN to copy.
4. Click the Clone LUN icon.

6-14 Oracle Enterprise Manager Ops Center Feature Reference Guide



Storage Hardware

Figure 6-9 Cloning a LUN

Oracle Enterprise Manager Ops Center - Clone Logical Unit 24
Clone Logical Unit ORACLE
~
Logical Units
Mame Clone Mame
darcyluni blcnsdﬂrcyLum
w
< >
Clene Cancel

5. Enter the name and size for the new LUN.

6. Click Clone.

Oracle VM Storage Connect Plug-ins

Oracle Enterprise Manager Ops Center shares the capability of Oracle VM Manager to
manage storage devices of various vendors. Oracle VM Storage Connect is an
application programming interface (API) that exposes the storage device’s features
and attributes to Oracle Enterprise Manager Ops Center. When a storage vendor
creates an Oracle VM Storage Connect plug-in, you install the plug-in so that you can
manage the vendor’s storage products. The storage devices are managed through the
Oracle Enterprise Manager Ops Center’s user interface. The plug-in software is
available from the vendor.

Use the following procedure to see the plug-ins that have been installed:
1. Expand Administration in the Assets pane.

2. Select Enterprise Controller.

3. Click the Proxy Controller tab in the center pane.

The Installed StorageConnect Plugins section of the center pane lists the plug-in
software and its details.

Storage Hardware

The storage features are supported by various types of storage devices. The tabs in the
center pane contain specific information about each type.

RAID Controller

RAID Controllers embedded in other types of storage report the following in addition
to the hardware information:
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= RAID Volumes
= RAID Levels
»  Stripe size

s Number of disks

NAS Storage Appliance

Software and Storage Libraries can reside on the shares of an NFS server. Because the
Enterprise Controller does not mount the NFS share, use an NFS server on a system
that is close to the systems where the NFS share must be used, that is, the systems on
which the virtualization hosts reside. The systems on which the Enterprise Controller
and virtualization hosts reside must be able to write to the NAS shares as root and the
files must be owned by root.

The procedure for setting up the share for a library depends on several site-specific
factors such as the version of NFS protocol and name service management. The
example in this section provides one method of configuring the share on an NFS
server running on the Oracle Solaris 10 operating system. See Oracle Solaris
Administration: Network Services for the information about the Oracle Solaris 11
procedure.

Setting Up a Share on an NFS Server
1. On the NFS server, edit the /etc/dfs/dfstab file.

2. Add an entry to share the directory with share options that enable the NFS clients
to have read and write root-level access to the share, such as:

share -F nfs -o rw,root=<access_list> -d "<description>" /<directory>

where <access_list> specifies the clients that can access the share as the root user,
<description> is text to identify the purpose of the share, and </directory> identifies
the directory that you want to share on the NFS server. For example, to allow root

access to the /export/1ib/1ibX directory for all systems on the 192.168.1 subnet,
add the following entry:

share -F nfs -o rw,root=@192.168.1 -d "Share 0" /export/lib/libX
See the share_nfs (1M) man page for information about NFS share options, and
how to specify the access list.

3. Share the directory and verify that the directory is shared. For example:

# share export/lib/1ibX
# share
- /export/lib/1ibX  rw,root=@192.168.1 "Share 0"

After setting up a share on the NFS server, prepare the NFS client to mount the share.

Setting Up an NFS Client
1. On each NFS client, edit the /etc/default/nfs file.

2. Locate the NFSMAPID_DOMAIN variable and change the variable value to the domain
name.

3. Verify the NFS share is visible on the client.

# showmount -e <server-name>
export list for <server-name>:
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/export/virtlib/1ib0 (everyone)

Creating a NAS Storage Library

A NAS Storage Library is the same as a NAS Software Library but its purpose is
different. The software library holds images for provisioning The storage library holds
metadata and data.

1. Expand Libraries in the Navigation pane.
2. Click Storage Libraries
3. Click New NAS Storage in the Action pane.
Figure 6-10 shows the Create New NAS library window.

Figure 6—-10 Create New NAS Library

Oracle Enterprise Manager Ops Center - Create Mew NAS Library 24
Mew MAS Library
Library Marme:
Library
Descripkion:
Server Pool Select the server pool you want to be associated with
Assaociation: this library. Use Ctrl+Click and shift +Click to select
multiple
server pools.
~
Mame Dezcription
MORM-*irtPaol-0 =
MORRM-*irtPool-1 el | |
Seleck the bvpe of service:
(®) Exported share on a managed asset
Select a storage asset and then select the share that provides
skorage.
Assel: w
Share: w
() Other
Replace hostname, port, and path with the values For the storage
resource,
LRL: nfs:/} <hostname =: <port = <path >

Creste | Cancel

4. Enter a name for the library and a description.
5. Select the server pool to be associated with this library.

6. For the Type, you have a choice of either entering the path of a shared directory
or, if Oracle Enterprise Manager Ops Center is managing a unified storage asset,
selecting the asset and specifying the exported share to use.
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File Server

Storage Array

7. Click New NAS Library to create the library.

For file-based storage devices such as NAS appliances and other NFS devices, Oracle
Enterprise Manager Ops Center reports the following in addition to hardware
information:

= File systems — The location in the file system hierarchy that is presented as a
physical device. For example, an NAS share.

=  Backing Devices — The physical device that supports a file system. For example, a
RAID disk.

For block-based storage such as iSCSI SAN and Fibre Channel SAN devices, the
storage array assets include the following tabs in the center pane:

= Volume Groups — Indicates a collection of physical disks or portions of physical
disks.

= Logical Units (LUN) — Virtual disks created from the volume groups.

To use LUNs backed by Fibre Channel disks, you must enable multipathing on the
Fibre Channel storage device or on its individual ports. Multipathed I/O (MPxIO)
allows I/O devices to be accessed through multiple host controller interfaces.
Multipathing is disabled by default for Fibre Channel devices on SPARC-based
systems, but is enabled by default on x86-based systems. You use the stmsboot (1m)
command to configure multipathing.

For systems using Oracle Solaris 11, see Oracle Solaris 11.1 Administration: SAN
Configuration and Multipathing.

Storage Server: Sun ZFS Storage Appliance

See the Sun ZFS Storage Appliance documentation for specific information about the
storage appliance. To view the Sun ZFS Storage 7000 System Administration Guide, log in
to the Unified Storage System software interface and click Help in the top right corner
of any screen.

This type of storage appliance contains a service processor, which must also be
discovered. See Sun ZFS Storage Appliance for this procedure.

Managing a Sun ZFS Storage Appliance

After the storage appliance is discovered, you can manage it as you do other assets
with the additional capabilities that the Sun ZFS Storage Appliance provides. From the
Oracle Enterprise Manager Ops Center Ul, you can launch the storage appliance's Ul
Use the following commands in the Action pane, to launch a specific page of the
appliance's user interface. For each one, enter the credentials for the appliance and
then perform the appliance tasks.

s Launch Appliance UI opens a new browser window or tab for the main page.

s Launch Detailed Dashboard opens a new browser window or tab for the status
page.

= Launch Analytics opens a new browser window or tab for the dynamic analysis
page.
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= Manage Shares opens a new browser window or tab for the share configuration
page.

= Manage Services opens a new browser window or tab for the data services
configuration page.

Displaying Volume Capacity

The Sun ZFS Storage Appliance product uses the term project to indicate a volume
group. The Sun ZFS Storage Appliance reports it current capacity to Oracle Enterprise
Manager Ops Center, where it is displayed on the Dashboard.

= Allocated Size is the sum of all allocated space to LUNs and files systems in the
select project or volume group.

= Total Size is the quota of the project or volume group. If no quota has been
specified, the Total Size is the same as the Total Storage Space, which is all space
reserved for other project/volume group quotas.

m Free Size is the Total Size - Allocated Size

= Used Size is the sum of the used space in all LUNs/files systems in the selected
project/volume group

Auto Service Requests for the Sun ZFS Storage Appliance

Sun ZFS Storage Appliances have the capability to contact My Oracle Support, to
provide analytic data, and to generate Oracle Auto Service Requests (ASR). The
capability does not conflict with Oracle Enterprise Manager Ops Center’s capability to
create ASRs. If you prefer, exclude a Sun ZFS Storage Appliance from Oracle
Enterprise Manager Ops Center’s communication with My Oracle Support by using
the blacklisting option described in the Oracle Enterprise Manager Ops Center
Administration Guide .

Provisioning and Updating a Sun ZFS Storage Appliance

Note: You can update the storage appliance using provisioning
profile and deployment plan. The Update Firmware action is not
available.

1. Download the appliance update from My Oracle Support and uncompress the file
to obtain the image for the appliance update.

2. Upload/import the appliance update image into a software library and accept the
default action of creating a profile for this image.

3. Create a plan from the Update Storage Appliances plan template. Select the
software library and then select the profile for the image.

4. To apply the deployment plan, select the plan and then select the storage
appliances to update.

If it is necessary to downgrade a storage appliance, use the following procedure:
1. Expand Assets and then Storage in the Navigation pane.

2. Select the storage appliance.

3. Click the System Details tab in the center pane.

4. Inthe Appliance Updates table, select the update to remove.

Storage Libraries 6-19



Storage Profiles

5. Click the Rollback Appliance Software icon.

6. Confirm the action to submit the job.

Exadata Storage Server

The Oracle Exadata Storage Server is a fast, high capacity storage server. Each server
comes has 12 disks connected to a storage controller. Exadata has three disk groups
that span all of the disks so that each physical disk is in each disk group. Having all
physical disks participating in data retrieval and storage maximizes performance.

Oracle Enterprise Manager Ops Center discovers the Exadata Storage Server and its
disks when it manages a SuperCluster Engineered System. See Chapter 20, "Oracle
Engineered Systems"for more information.

Storage Profiles

Oracle Enterprise Manager Ops Center provides default profiles for the following
operations:

= Configuring RAID Controllers
»  Updating the Sun ZFS Storage Appliance

High Availability for Storage Resources
Storage devices for an HA configuration must meet these requirements:

= Storage must be transferable between the primary and secondary Enterprise
Controller systems. Do not attempt to use local file systems for high-availability
storage.

= Storage must offer data redundancy capability, such as mirroring or RAID 5.
= Storage must offer performance that is sufficient to support operations.

= Storage must have the capacity to hold the data that the Oracle Enterprise
Manager Ops Center software stores in the /var/opt/sun/xvm directory structure.

A variety of storage solutions meet these criteria, including NAS appliances, hardware
RAID arrays and external JBODs. Storage can be attached directly to the Enterprise
Controllers or through Storage Area Networks.

You must determine what storage solution offers the required capacity, performance,
connectivity, and redundancy capabilities. Configuration procedures vary greatly
among the available storage solutions, and among operating systems.

You must determine the specific failover procedures to use for the HA storage
solution. Contact My Oracle Support to determine the procedures to use for your
particular installation.

Related Resources for Storage Management

For instructions in performing actions or to learn more about the role of this feature,
go to one of the following resources.

= For end-to-end examples, see the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm

= For information about storage hardware, see Chapter 11.
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To view the Sun ZFS Storage 7000 System Administration Guide, log in to the Unified
Storage System software interface and click Help in the top right corner of any
screen. You can also access this guide at the host name or IP address of the storage
system:

m https://hostname:215/wiki
m https://ipaddress:215/wiki

See the Sun ZFS Storage Appliance Software product information page at
http://www.oracle.com/us/products/servers-storage/storage/unified-stora
ge/sun-storage-7000-uss-103104.html for links to more information.
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Networks

The following information is included:

Introduction to Network Management

Roles Required for Network Management

Actions for a Network and Network Domain
Location of Network Information in the User Interface
Fabrics

Network Domains

Networks

Properties of a Network

Network Utilization

Network Connectivity

Network Hardware

Network Profiles

Oracle Enterprise Manager Ops Center’s Networks

Related Resources for Networks

Introduction to Network Management

Oracle Enterprise Manager Ops Center manages network resources, from the physical
to the virtual. Fabrics provide the physical infrastructure and network domains
provide the logical infrastructure. Networks are created from the resources of a
network domain.

Oracle Enterprise Manager Ops Center supports Ethernet and InfiniBand network
protocols. While the Ethernet interconnect is the established and common
interconnect, InfiniBand is popular in high-performance computing environments
because it maximizes the speed of transactions using the short, multiple connections
found in clusters and data centers.

For an Ethernet network, both tagged and untagged VLANSs are supported.

For an InfiniBand network, partitions are supported.

Note: If you use an InfiniBand switch in an Ethernet network, the
ports on the switch have Ethernet names.
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Roles Required for Network Management

Table 7-1 lists the tasks and the role required to complete the task. Contact your
administrator if you do not have the necessary role or privilege to complete a task. See
the Oracle Enterprise Manager Ops Center Administration Guide for information about the
different roles and the permissions they grant.

Table 7-1 Network Tasks and Roles

Task Role

Edit Network Domain Network Admin
Edit Network Attributes Network Admin
Edit Network Services Network Admin
Aggregate Links Network Admin
Create IPMP Groups Network Admin
Attach Network to Server Pool Cloud Admin
Create Network Network Admin
Create Private Network Network Admin
Create Network Domain Network Admin
Define Network Network Admin
Delete Network Domain Network Admin
Delete Network Network Admin
Define Ethernet Fabric Network Admin
Add Fabric Network Admin
Remove Fabric Network Admin
Assign Network Network Admin
Connect Guests Network Admin
Discover and Manage the Switches Network Admin

Configure Network for Server Deployment  Server Deployment Admin

Actions for a Network and Network Domain

After a network is discovered or created, you can perform the following actions,
depending on the requirements.

» Edit Network Attributes

»  Edit Network Services

= Aggregate Links

n  Create IPMP Groups

= Attach Network to Server Pool
s Define Network

»  Delete Network

= Assign Network

s Connect Guests
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= Discover and manage the switches

Location of Network Information in the User Interface

Table 7-2 shows where to find information.

Table 7-2 Location of Network Information in the BUI

Object Location

Fabric Expand Networks in the Assets pane. Then select Fabrics.

Physical Fabric Expand Networks in the Assets pane. Then select Fabrics and select Network Switches.
Network To see all networks, regardless of type, expand Networks in the Assets pane. Then select

Network Domains.

Services of a Network Network Services tab: time server, WINS, DNS, and NIS. To modify these services, edit the

network services. You cannot change the network's IP address or name.

Network Domain

Expand Networks in the Assets tree. The Default Network Domain is the first item.

Physical switch

Expand Assets and expand Network Switches. To see each port, click the Connectivity tab.

Fabrics

The fabric is the physical network infrastructure, such as switches, ports, host bus
adapters, that provides network resources, through a network domain, to virtual
assets.

When you use Oracle Enterprise Manager Ops Center to discover a physical switch or
the host of switch, all the switching fabrics that the switch supports are also
discovered. One physical fabric supports many fabrics, also called data links. The
physical fabric is the collection of all switch ports, links, and physical interfaces or
endpoints.

Each port on an Ethernet switch can support 128 fabrics through a VLAN ID. Each
partition on an InfiniBand switch can support 32000 partition keys.The members of a
partition are identified by partition keys or "P-keys," which act like Ethernet’s VLAN
tags. For example, if a server has two P-Keys, it participates in two different partitions.

Fabrics provide network resources in a way that depends on their type. Table 7—4
shows the types of fabrics.
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Table 7-3 Fabrics and the Network Domain

What Is Managed

Capability

Limits

Fully-managed switched
fabric

The switch is a managed
asset.

You can create a dynamic
private network for each

This type of fabric can be
achieved on only the Sun

IDs or partition keys are
available.

keys on the switch ports
connected to the host, you
can create a dynamic
private network for each
VLAN ID or partition key.

VLAN ID or partition key. | Ethernet 10GbE Fabric
switch or the Sun
Datacenter InfiniBand
switch and gateway.
Host-managed fabric The host of the switchisa | After you enable the This type of fabric is the
managed asset. The VLAN | VLAN IDs or partition most common type. To

create a host-managed
fabric from an existing
Ethernet fabric, use the
Define Ethernet Fabric
action.

Unmanaged fabric

The switch is discovered
or declared during the
discovery of another asset
but is not managed.

You can create static
private networks.

This type of fabric cannot
support dynamic private
networks because the
VLAN IDs or partition
keys are not available.

Network Domains

A network domain is a container for fabrics, managed networks, and private
networks. The network domain and handles the relationship between the physical
fabrics and the virtual assets, such as virtualization hosts or server pools. The fabrics
provide data links and IP subnets to the network domain, which in turn, provides
networks to the virtualization hosts and server pools.

Within the network domain, networks that have been discovered or specified are
available for assignment. These are called public networks because their IP address
space has been specified for their exclusive use. Another type of network is private,
that is, the network is created using an IP address space that the network domain
allocates to it.

A fabric can contribute to more than one network domain. When a network domain
has more than one fabric, you designate one of the fabrics as the anchor fabric, which
is the fabric from which new networks are created.

Public networks can be members of more than one network domain because their IP
addresses are specific and dedicated. Private networks exist only within a specific
network domain. This means a different network domain could construct a private
network with the same IP address without a conflict.

In Oracle Enterprise Manager Ops Center, networks become part of a network domain
in the following ways:

m  An asset that has a network is discovered.
m A user creates a network.
= A network is created when it is required. This is a dynamic network.

Oracle Enterprise Manager Ops Center operates on more than one layer of the Open
Systems Interconnection model, using the network domain. Table 74 shows what
the network domain manages in the physical to logical stack.
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Table 7-4 Elements of a Network Domain

Layer

Asset

What Is Managed

Capability

Layer 3
Network: IP address

For Ethernet: fabric
networks

For InfiniBand: non-fabric
networks

IP subnet and mask
IP address range
VLAN or Partition

Services

The network provides
connectivity.

Routing
Layer 2 For a tagged Ethernet: VLAN IDs A virtual host uses the
. VLAN ... virtual NIC and a virtual

Data links Partition keys (P-key) Lo

For an untagged Ethernet: SWlt.C}.l ina VLAN or

por D partition.

For InfiniBand: partition
Layer 1 Fabrics Varies, by type of fabric. Varies by type of fabric.

Physical: switches, ports,
host bus adapters

See Table 7-3

See Table 7-3

Default Network Domain

The Oracle Enterprise Manager Ops Center software always has a Default Network
Domain and all networks are members of it. If you have upgraded your product
software from the previous release, the existing managed networks are now in the
Default Network Domain. A new network becomes a member of the default network
domain. If you direct the new network to a user-defined network domain, the network
is also a member of that network domain.

User-Defined Network Domains

Like the default network domain, a user-defined network domain provides network
resources to a server pool or virtualization host. You create a network domain to
support the use of virtualization hosts, server pools, or a virtual datacenter. For
example, a virtual datacenter uses server, storage, and network resources in a dynamic
way, allocating and releasing resources whenever necessary. The network domain
provides the network resources to the virtual datacenter.

Note:

The Create Network Domain action is disabled for Exalogic
systems because these systems use the Default Network Domain for
all resources.

When you create a network domain, you set a limit on the number of networks that
can be created in the network domain. Increase the number of networks when

accounts in a virtual datacenter are not able to create vnets.

A new user-defined network domain includes the address space specified as private
by the RFC 1918 specification. These addresses cannot be routed to the Internet and
provide a way for organizations to create intranets. If you organization uses a portion
of this private address space, reserve these IP addresses when you create a network
domain so that the network domain does not use them.
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Editing Attributes of a User-Defined Network Domain

You can change the name and description of the network domain and you can change
the number of dynamic networks that are in use simultaneously.

To Edit Attributes of a Network Domain
1. Expand Libraries in the Navigation pane.

2. Expand Networks in the Navigation pane.
3. Select the network domain.
4. Click Edit Attributes in the Actions pane.

The Details tab is displayed in the center pane. The Name Description, and
Number of Networks fields are now editable.

5. Edit the name or description or increase the number of networks.

6. Click Save.

Networks

In Oracle Enterprise Manager Ops Center, networks are the discovered and managed
IP subnets. Oracle Enterprise Manager Ops Center manages network resources for its
virtualization hosts.

Note: These networks are part of Oracle Enterprise Manager Ops
Center’s virtualization services. For a description of the networks that
support the product, see Oracle Enterprise Manager Ops Center’s
Networks.

Networks are associated with server pools, which contain virtualization hosts, or
standalone virtualization hosts. When you assign a network to a server pool, the
network is accessible from each virtualization hosts in the pool and every guest of each
virtualization host.

You can use networks to do the following:

= Manage individual virtualization hosts

s Connect virtualization hosts to the Proxy Controller

= Allow guests to communicate with each other or with the Internet
s Connect remote JMX with the public API

A network depends on the physical network interface card (PNIC) that is available to
the host. You can create one network for each physical network interface card. If one
host has two PNICs, it is a good practice to create two networks: a management
network and a data network. Then place all virtual hosts on the data network, keeping
them separate from the management network. The management network is dedicated
to giving access to internal resources of the data center.

Figure 7-1 shows how two virtualization hosts participate in two networks. The actual
network connection is made to the PNICs in the virtualization host. Network A is
connected to PNIC 1 of both hosts and Network B is connected to PNIC 2 of the hosts.
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Figure 7-1 Network with Virtual Hosts
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Requirements for a Network

A network requires a physical network interface or a link aggregation and the
following specifications:

IP address and netmask or CIDR format
If you use static IP addressing, the IP address of the management interface

If you use dynamic IP addressing, the range of allowed IP addresses and the
gateway address

Public Networks and Private Networks

Networks are introduced into Oracle Enterprise Manager Ops Center in the followings
ways:

By discovering the fabric that supports the networks. All the attributes are
discovered but, other than the name and description, they cannot be changed.

By defining the specific attributes of the network from its fabric. This is the result
of the Define Network action. In previous versions, this action was called Manage
Network.

By creating a network from the network domain. This is the result of the Create
Network action when you assign the specific VLAN IDs or partition keys and the
Create Private Network action when you allow Oracle Enterprise Manager Ops
Center to fulfill the requirements from the network domain. For the procedures for
creating these types of networks, see the see the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm

You can use public network for most purposes. If you are creating networks for the
use of virtual datacenters, create a private network to ensure that the virtual
datacenter has exclusive use of the IP address space that it gets from the network
domain.
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Networks for Server Pools

A server pool obtains its networks from a network domain. When you create a server
pool, you associate a network domain with the server pool and you specify the
physical network interfaces in the fabric that the virtualization hosts in the server pool
will use. All virtualization hosts in the server pool are associated with the same set of
networks. When you add a virtualization host to a server pool, the virtualization host
has access to all the networks defined for the pool and can be an active member of the
pool. Figure 7-2 is an example of network connections to two virtualization hosts in a
server pool. This server pool has two virtualization hosts and two network
associations.

Figure 7-2 Network Connections for a Server Pool
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All the virtual hosts of a virtualization host have the same network access. This allows
you to migrate a virtual host from one virtualization host to another one within the
pool.

Networks for Oracle Solaris Zones

You specify the networks that support a global zone. The network attached to a global
zone also supports its non-global zones. You can attach one or more networks to a
global zone using the Attach Networks action.

Although the fabric that supports the network does not change, you can specify the
way the network works differently for each type of zone. A network that is assigned as
shared on a global zone can be assigned as exclusive on another global zone.
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s In Shared IP mode, more than one zone uses the network interface. You define the
network interface when you assign the global zone to the network.

s In Exclusive IP mode, the network interface is dedicated to the zone. An exclusive
network must be declared for the global zone when you assign network to the
global zone. Then you configure the IP configuration for the non-global zone.

For a complete description, see Managing Global Zone Networks in Chapter 14.

Networks for Oracle VM Servers

The Oracle VM Server Control Domain’s network support is specified when the Oracle
VM Server software is installed to provide networking facilities for the logical
domains. For each network connection, a virtual switch is created.

For a complete description of networks for Oracle VM Server for SPARC, see
Attaching Networks in Chapter 15.

For a complete description of networks for Oracle VM Server for x86, see Manage
Networks in Chapter 16.

Networks for Virtual Datacenters

Each virtual datacenter uses server, storage, and network resources in a dynamic way,
allocating and releasing resources when necessary. The virtual datacenter inherits its
network resources from the network domain that supports the server pool. These
networks form the public external networks for the virtual datacenter. These networks
can then be assigned to the accounts in the virtual datacenter. When the user of an
account creates a private vNet, either a dynamic private network is created or the
static private network is made available for use in that account.

The public networks assigned to a virtual datacenter are shared among the accounts in
a virtual datacenter. You can attach virtual servers from different accounts to the same
network. When you create a virtual server, you specify the number of networks to
which it can be associated.

Although the network domain provides the private network, the virtual datacenter
creates virtual networks from each IP address. The size of the private network, that is
the maximum number of members that you specify, is the maximum number of IP
addresses or virtual networks and therefore, the maximum number of virtual servers
that can connect to the private network. Virtual networks are displayed in the vDC
Management section of the Navigation pane as shown in Figure 18-1.

For a complete description of networks for virtual datacenters, see Creating vNets and
Network Setup in Chapter 18.

Bandwidth Management

A data link is a physical NIC, an aggregated link, or a virtual NIC. When a new data
link is created, the operating system sets the default bandwidth flow. You cannot
remove this flow. The flow is removed only when the physical link is removed.

In Oracle Solaris 11 operating system environments, you can manage the bandwidth
flow of a data link, prioritizing the network traffic on the link and setting the
maximum bandwidth limit.

Managing the Bandwidth Flows for a Data Link
1. Expand Assets in the Navigation pane.
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Select an Oracle Solaris 11 operating system.
Click the Networks tab in the center pane.

Click the Bandwidth Management subtab in the center pane.

o ©Dbd

To modify a flow, click the Modify icon. To create a new link, click the Add icon,
then specify a name for the flow and the physical network interface.

The name of flow must meet the following requirements:
s The first character must be alphabetic.

»  All characters must be alphanumeric: a-z, A-Z, 0-9, underscore ('_'"), period ('.),
or hyphen ('-').

s  Maximum number of characters is 127.

6. Set the new bandwidth properties, as described in Properties of Bandwidth Flow.

Properties of Bandwidth Flow
s Priority — Set the priority of the network traffic on the link as high, medium or
low.

= Bandwidth Limit — Enable the bandwidth limit to allocate guaranteed bandwidth
to the specified link. Enter the maximum value for bandwidth limit in Kips, Maps,
or Gabs.

= Set attributes for the data flow to identify its network traffic:
— Local and Remote IP — The source and destination IP address.
— Transport — The Internet Protocol used such as TCP, UDP. SCTP, ICMP.
— Ports — The source and destination ports for TCP, UDP, and SCTP.
— DS Field - The type of service field in the IP packets” header.

IP Multipathing Groups

Using IP Multipathing (IPMP), two or more physical network interface cards (NIC)
form a group that use one IP address. If one NIC fails, the other NIC in the group
maintains network access.

A network interface can be a physical network interface card (NIC) or, for an Oracle
Solaris OS asset, it can be an IPMP group or link aggregation. You can implement both
methods on the same network because they work at different layers of the network
stack.

For information about how IPMP groups work, see the Oracle Solaris 11
documentation at http://docs.oracle.com/cd/E23824_
01/html/821-1458/gfkcy.html and the Oracle Solaris 10 documentation at
http://docs.oracle.com/cd/E26505_01/html/E27061/mpoverview.html.

Note: IPMP groups are supported only for IPv4 protocol.

IPMP provides increased reliability, availability, and network performance for systems
with multiple physical interfaces because IPMP detects a physical interface failure and
migrates network access to another member transparently.

Using IPMP, you can configure two or more physical interfaces into an IPMP group. If
an interface in the group fails or is removed for maintenance, IPMP migrates the failed
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interface's IP addresses to another member of the group. The failover feature of IPMP
preserves connectivity and prevents disruption of any existing connections.

The association between an IPMP group and a network must be unique; an IPMP
group can be associated with only one network and a network can be associated with
only one IPMP group or individual NICs.

In an IPMP group, you define whether each interface is a failover or a standby one.
The actions of each type differ if the current network interface fails:

= Network access changes from the failed interface to the failover interface in the
IPMP group and uses the failover interface data address. You must provide the
data address for an interface that is defined as failover.

= Network access changes from the failed interface to the standby interface in the
IPMP group but does not change its data address. The data address of the failed
interface migrates to the standby interface.

Link-based failure detection in an IPMP group is always enabled if your interface
supports this type of failure detection. You can also set up probe-based failure
detection by providing a test address for each interface in the group.

You can create a single IPMP group while provisioning an operating system. If you
create IPMP groups manually, Oracle Enterprise Manager Ops Center identifies and
displays the groups on the UL See Creating IPMP Groups for information and
procedures for creating IPMP groups.

Creating IPMP Groups

Note: For Oracle Solaris 11 OS, you cannot create IPMP groups.
Instead, you can aggregate the links.

From the Network tabs, you have the option to create and manage the IPMP groups in
the selected Oracle Solaris OS. Figure 7-3 shows the options that are available to create
and manage IPMP groups.

Figure 7-3 IPMP Group Option
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To create an IPMP group, you must the define the following parameters for the group:

s The active and the standby interfaces of the group. By default, an interface added
to an IPMP group is active. You can configure as many standby interfaces as you
want for the group.
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s The link-based failure detection is enabled by default. You must select whether
you want to enable Probe-Based failure detection and if so, you must provide the
test address to track the interface status.

= You must assign the data addresses for the physical interfaces in the IPMP group.
Data traffic flow use the data addresses that are hosted on the IPMP interface and
flow through the active interfaces of that group.

To Create an IPMP Group
1. Select the Oracle Solaris OS in the Assets section.

2. Click the Network tab in the center pane.
3. Click the IPMP Groups subtab in the pane.
Existing IPMP groups in the OS are listed.
4. Click the Create IPMP Group icon to open the Create IPMP Group wizard.
5. Enter the following details for the IPMP group:
s Provide a name for the IPMP group.
= Select a network from the list of available network interfaces.

s The Link-Based failure detection is always enabled by default. Select whether
you want to enable Probe-Based failure detection.

= Select the interfaces in the IPMP group.
Figure 7—4 shows the Specify IPMP Group Wizard step.

Figure 7-4 Specify IPMP Group Details
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Click Next to specify the NIC settings.

6. When you have enabled probe-based failure detection, enter the test address for
the NICs in the group.

7. Select the interfaces that are in standby mode.

You must have at least one active interface in the group. Click Next.
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8. Enter the data address for the active interfaces of the group and select whether the
interface has a failover and click Next.

9. Review the information and click Finish to create the IPMP group.

Link Aggregation or Bond

A network interface can be a physical network interface card (NIC) or, for an Oracle
Solaris OS asset, it can be an IPMP group or link aggregation. You can implement both
methods on the same network because they work at different layers of the network
stack.

In an aggregated link, two or more NICs form a group and all members of the link
aggregation provide network access at the same time. In addition to the high
availability and load balancing that an IPMP group provides, an aggregated link can
also provide increased throughput if the network ports are also aggregated.

When interfaces have been aggregated, they are treated as a single network interface.
Oracle Enterprise Manager Ops Center includes any link aggregations in the list of
available NICs as if the link aggregation were an individual interface. To assign a
network with a link aggregation to an Oracle VM Server or global zone, select the link
aggregation from the NIC list. You can view the link aggregation details on the Oracle
VM Server's or global zone's Network tab as described in Creating Link Aggregation.

Link aggregation is a standard defined in IEEE802.3ad. An aggregated link consists of
several interfaces on a system configured as a single, logical unit. Link aggregation
increases the speed and high availability of a connection between a server and a
switch. The most common protocol used to manage link aggregation is LACP (Linked
Aggregation Control Protocol). For information about how link aggregation works, see
the Oracle Solaris 11 documentation at http://docs.oracle.com/cd/E23824_
01/html/821-1458/fpjvl.html and the Oracle Solaris 10 documentation at
http://docs.oracle.com/cd/E26505_01/html/E27061/fpjvl.html.

In Oracle Solaris 10 and by default in Oracle Solaris 11, the type of link aggregation
you create is a trunk aggregation, which has these requirements:

= All the members of the aggregated link are connected to the same switch.

s The members of the aggregated link are of the same type. For example, NICs with
the e1000g interface cannot be mixed with NICs that use the bge interface.

s The required driver is GLDv3.

Oracle Solaris 11 supports an alternative to trunk aggregation called Datalink
Mulipathing Aggregations (DLMP). This type of aggregation overcomes the
limitations of trunk aggregation for network virtualization because DLMP aggregation
works with more than one switch and provides the benefits of the link layer of the
network stack to the aggregation.

In a trunk aggregation, every port is associated with every datalink in the link
aggregation. In a DLMP aggregation, every port is associated with every datalink in
the link aggregation and every port is associated with the primary network interface
and any of its VNICs that are configured to use the link aggregation.

Note: In the current release, Oracle Enterprise Manager Ops Center
can display the details of both trunk and DLMP aggregation and
displays them for selection when attaching a network. However, it is
not possible to create a DLMP link aggregation.
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For a link aggregation created in Oracle Solaris 11 OS, the MTU size for one of the
members of the aggregation must be at least 9216 bytes to allow Oracle VM Servers
and logical domains to use VLAN tagged networks. To change the MTU size, see the
instructions in Maximum Transmission Unit (MTU).

Creating Link Aggregation

To create a link aggregation for the Oracle Solaris OS, specify the following;:
= Load balancing policy

= LACP mode and timer

s MAC address policy and if required, the MAC address

To Create a Link Aggregation
1. Click the Network tab.

2. C(Click the Link Aggregation subtab.
3. Click the Create Link Aggregation icon to open the wizard.

4. Enter the name of the link aggregation. By default, the name starts with aggr
Append a number to make the name unique.

5. Select the NICS for the link aggregation and then click Next

6. Specify the following information:

Policy for load balancing
LACP mode and timer.
MAC address policy and MAC address if required.

Click Next to view the summary.

7. Review the information and click Finish to create the link aggregation.

Properties of a Network

The characteristics of a network are displayed in its Network Details tab.

Figure 7-5 Network Details Tab
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The image is a screen capture of the top section of the Network Details tab. There are
12 fields: Network Name, Description, Network IP, Netmask, Gateway, MTU, Fabric
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Name, Media Type, VLAN ID, VLAN Tagging, Network Type, and Max Bandwidth. It
also contains a table for tags and their values but there are no entries.
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The network IP address and its network type cannot be changed. Use the Edit
Network Attributes action to change the network name and description, default
gateway, MTU size, and to change the static IP routes. To change the MTU size, see the
instructions in Maximum Transmission Unit (MTU).

Use the Edit Managed IP Ranges action to change the range of IP addresses that are
available from the selected network. You specify the range with the starting IP address
and the ending IP address. You have the option to exclude a specific IP address from
the range. When you attach the network to a virtualization host, server pool, or virtual
data center, this IP address is not available. You cannot exclude an IP address that is in
use, which can be difficult to determine. For example, in a virtual data center, an
account is assigned a range of IP addresses for its exclusive use. While the account
exists, the IP addresses are in use, regardless of whether there is network activity.

IPv4 and IPv6 Protocols

Some environments have a mix of IPv4 and IPv6. Oracle Enterprise Manager Ops
Center is "IPv6-aware." If an asset has an IPv6 network interface, Oracle Enterprise
Manager Ops Center can read it and displays its information, but it cannot provision
an IPv6 network or use IPv6 networks to discover, monitor, or provision assets.

Routing Mode

A virtual host uses the network assigned to it according to the host's routing mode.
You specify a virtual host's routing mode during its initial configuration if you do not
accept the default mode, Automatic Routing. Oracle Enterprise Manager Ops Center
supports the following routing modes:

= Automatic Routing — This is the default routing mode. Applying the static routes
depends on the following conditions:

= If your site defined a default gateway or static route or retrieved one from the
DHCP server, this route is used and dynamic routing is disabled.

= If no default gateway or static route is available, dynamic routing is enabled.

= Dynamic Routing Off — The virtual host uses the default gateway and any static
routes configured for the network. The default gateway is retrieved from the
DHCP server.

s Dynamic Routing On — The virtual host uses routes provided by the dynamic
routing service. The default gateway and any static routes configured for the
network are ignored.

Static Route for the Network

Static routes specify the route for external access. Although you define a default
gateway for a network, it might not reach a particular subnet. In this case, you must
also provide a static route for the subnet.

When you create a network, you can specify the static route. To add static routes after
the network has been created, use the following procedure.
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To Add a Static Route for the Network
1. Click Managed Networks in the Navigation pane.

2. Select a network from the list of networks.

3. Click Edit Network Attributes in the Actions pane.

4. Click the Add icon in the Static Routes table. A row is added to the table.
5. Enter the values for destination IP, netmask, and gateway.

6. Click Finish.

You can delete a static route and change the order of the routes using the icons in the
Static Routes table.

Address Allocation Method

When you define a new network, you specify how its IP address is assigned:
= Static IP: You enter a specific IP address.
= Automatic: An available IP address is assigned to the network.

= Do not allocate IP: No IP address is assigned at this time.

Maximum Transmission Unit (MTU)

The default size for the network's Maximum Transmission Unit (MTU) is 1500 bytes. If
your network interface card is one of the following types, you can change the size of
the MTU to a size between 576 and 9216 bytes. However, to assign the network to a
logical domain, the minimum MTU size is 1500 bytes.

s ¢el1000g
m ce

m  nXge
m nge

s bge

" Xge

s hme

s ixgbe
s hxge
s ipge
s igb

When you specify a size greater than 1500 bytes, Oracle Enterprise Manager Ops
Center modifies the network interface card's MTU size. For other types of network
interface cards, the MTU is changed when the card's driver firmware is updated to
support the new MTU size. However, to change the MTU value for an IPMP group,
you must edit the MTU value manually.

Note: When you provision an operating system, the MTU size resets
to the default value. You must change the MTU again after you
provision the system.
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VLAN and VLAN Tags

For fabrics based on Ethernet protocol, the ability to use VLAN tags is an attribute of
each network. Use the Edit Network Attributes action to add or change the VLAN
capability. Use the Define Network action to specify a network as tagged, untagged,
or both.

When one CIDR supports both tagged and untagged networks, you can distinguish
them by the default User Friendly Name (UFN), as shown in Figure 7-6. Oracle
Enterprise Manager Ops Center appends the VLAN ID or tag to the UFN. For an
untagged network with no VLAN ID, the string [UNTAG] is appended.

Figure 7-6 VLAN Tags

w | Networks

% MNetworks »

= Efj| R&D Domain
= B8 10242800211
# BF 192.168.20.0024[vid=21]
# B 192.168.20.024[vid=21]
@ Bg 192.168.20.024[vid=22]
=1 0| default
= B8 10242.80021.1
# EF 192.168.20.024[vid=20]
@ Bg 192.168.20.0024[vid=20]
# EF 192.168.20.024[vid=22]
# BF 192.168.20 024[vid=23]

Network Utilization

Oracle Enterprise Manager Ops Center collects information every five minutes on
every managed asset and displays the last hour of data on the asset. To see utilization
data for a network over longer periods of time, up to six months, create a Network
Utilization chart, which includes operating system, operating system for a virtual
machine, virtual host, and server pool. You can also create a network utilization chart
for an OS group or host group.

Network Connectivity

Connectivity is the network interface of the system. You can view information about a
hardware asset’s Network Interface Card (NIC) on the Connectivity tab of the asset’s
dashboard, including name, connection status, MAC address, and the corresponding
IP address.

For switch hardware, the Connectivity tab shows information about each port.

For an Oracle Solaris OS, the Connectivity tab includes IPMP groups and aggregated
links.

s The IPMP Groups subtab shows the group’s name, its assigned network, and the
type of failure detection, either link-based, probe-based, or both. For each IPMP
group, the details include the state of the connection for each NIC, whether it is in
standby mode or failover mode, and the IP address the NIC supports.
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s The Link Aggregation subtab shows the aggregation’s name, its MAC address,
and its attributes. For each aggregated link, the subtab shows the state of the
connection for each NIC, whether it is in standby mode or failover mode, and the
IP address the NIC supports.

When you attach or assign networks or when you create virtual hosts, Figure 7-7
shows an example of a step in the wizard where you configure the network
connection.

Figure 7-7 Configure Interfaces
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Network Hardware

Oracle Enterprise Manager Ops Center can manage Sun Ethernet 10GbE Fabric
switches and Sun Datacenter InfiniBand switches. These switches reside in the system
or blade system and provide the switch fabric.

The InfiniBand Gateway switch can expose the ports of a server that resides on an
InfiniBand partition to an Ethernet network. To create an Ethernet on InfiniBand
(EoIB) interface on the switch, you associate the switch’s external port (eport) with the
InfiniBand partition where the server resides, creating a virtual NIC (vNIC). The
server’s ports are displayed on the Switch Connectivity tab in the center pane.

For more information about these switches, see Switch Details or see Related
Resources for Networks for links to the switch documentation.

Network Interface Card (NIC)

The Network Interface Card (NIC) is the physical connection between a network
switch and a network. When you create a network or attach an asset to a network, you
select the NIC. You can create one network for each physical network interface card.
To see the NICs for a server, select the server and then click the Connectivity tab. The
Server Processor Connectivity table lists all of the NICs.

Network Switches

Oracle Enterprise Manager Ops Center can manage Sun Ethernet 10GbE Fabric
switches and Sun Datacenter InfiniBand switches. These switches reside in the system
or blade system and provide the switch fabric.

For the Ethernet switches, both tagged and untagged VLANSs are supported.

If you use an InfiniBand switch in an Ethernet network, the ports on the switch have
Ethernet names.

For more information about these switches, see the product documentation:

s For the Sun Ethernet 10GbE Fabric switch, see
http://docs.oracle.com/cd/E19934-01/index.html
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s For Sun Datacenter InfiniBand switch, see
http://docs.oracle.com/cd/E19654-01/index.html

Network Profiles

Oracle Enterprise Manager Ops Center provides default profiles for the following
operations:

= Monitor Network hardware — Reports Cisco switch’s connection to assets on the
Switch Connectivity tab.

= Discover a switch — Use a discovery profile with Cisco iOS credentials.

Oracle Enterprise Manager Ops Center’s Networks

This section describes the requirements for the networks that Oracle Enterprise
Manager Ops Center uses. This section does not discuss the networks that support
virtual hosts and server pools.

You can implement Oracle Enterprise Manager Ops Center’s network connections
using any combination of VLANSs and switches. However, each network, whether
management, provisioning, or data, must be assigned to separate VLANSs.

Network Switch Configuration

Use these guidelines to configure a network switch for a system running the Oracle
Enterprise Manager Ops Center software.

= Use an Virtual LAN (VLAN)-capable switch.
s Discover and manage the switch.

= Create a separate VLAN for Oracle Enterprise Manager Ops Center management
and provisioning networks.

For Ethernet connectivity:
s The management network must be a 10/100 connection.

= The provisioning and data networks must be at least a 10/100/1000 (1 GB)
connection.

Separate Management, Provisioning, and Data Networks

= Separate networks, as shown in Figure 7-8, provide the highest security and the
lowest number of points of failure.

» Additional NICs are needed to support this configuration.
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Figure 7-8 Separate Management, Provisioning, and Data Networks
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A configuration with separate management, provisioning, and data networks has
these requirements:

s Enterprise Controller /Proxy Controller

ETHO connects the Enterprise Controller /Proxy Controller to the corporate
network for external access. Configure the ETHO IP address, netmask, and
gateway to meet corporate connectivity requirements.

ETH1 connects the Enterprise Controller /Proxy Controller to the provisioning
network and must be on the same network as the ETHO connections of the
Agent Controllers. Only the Enterprise Controller/Proxy Controller and the
Agent Controllers must reside on the provisioning network. ETH1 must be a 1
Gb NIC interface.

ETH2 connects the Enterprise Controller/Proxy Controller to the management
network and must be on the same network as the management port
connections of the Agent Controllers. Configure the ETH2 IP address,
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netmask, and gateway to enable connectivity to the Agent Controllers'
management port IP addresses. ETH2 must be a 100 Mb NIC interface.

s The DHCP service allocates IP addresses to the Agent Controllers for
provisioning operating systems.
= Agent Controllers
s Each Agent Controller's management port connects the Agent Controller to
the management network and must be on the same network as the ETH2

connection of the Enterprise Controller/Proxy Controller. The management
port must be a 100 Mb connection.

= ETHO connects the Agent Controller to the provisioning network and must be
on the same network as the ETH1 connection of the Enterprise
Controller /Proxy Controller. ETHO must be a 1 GB connection.

= ETH1 connects the Agent Controller to the data network through the switch to
provide corporate network access to the Agent Controller. ETH1 mustbeal
GB connection.

Combined Management and Provisioning Network and a Separate Data Network

= Combining the management and provisioning networks, as shown in Figure 7-9,
reduces system and network security.

= No additional NIC is needed on the Enterprise Controller or Proxy Controller.
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Figure 7-9 Combined Management and Provisioning Network and a Separate Data Network
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= Enterprise Controller/Proxy Controller

= ETHO connects the Enterprise Controller /Proxy Controller to the corporate
network to provide external access. Configure the ETHO IP address, netmask,
and gateway to meet corporate connectivity requirements.

»  ETH1 connects the Enterprise Controller /Proxy Controller to the management
and provisioning network and must be on the same network as the MGMT
and ETHO connections of the Agent Controllers. Only the Enterprise
Controller /Proxy Controller and the Agent Controllers must reside on the
management and provisioning network. The ETH1 IP address, netmask, and
gateway must be configured to enable connectivity to the Agent Controller's
management port IP addresses. ETH1 must be a 1 Gb NIC interface.

s The DHCP service allocates IP addresses to the Agent Controllers for
provisioning operating systems.

= Agent Controllers
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s Each Agent Controller's management port connects the Agent Controller to
the management and provisioning network and must be on the same network
as the ETH1 connection of the Enterprise Controller /Proxy Controller. The
management port must be a 100 Mb connection.

s ETHO connects the Agent Controller to the management and provisioning
network and must be on the same network as the ETH1 connection of the
Enterprise Controller /Proxy Controller. ETHO must be a 1 GB connection.

s ETHI1 connects the Agent Controller to the data network through the switch to
provide corporate network access to the Agent Controller. ETH1 must be a
1-GB connection.

Combined Provisioning and Data Network and a Separate Management Network

Figure 7-10 shows a configuration with a network for both provisioning and data.

Figure 7-10 Combined Provisioning and Data Network and a Separate Management Network
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= Enterprise Controller/Proxy Controller

s ETHO connects the Enterprise Controller /Proxy Controller to the corporate
network to provide external access. Configure the ETHO IP address, netmask,
and gateway to meet corporate connectivity requirements.

= ETH1 connects the Enterprise Controller /Proxy Controller to the provisioning
and data network and must be on the same network as the ETHO connections
of the Agent Controllers. Only the Enterprise Controller /Proxy Controller and
the Agent Controllers must reside on the data and provisioning network.
ETH1 must be a 1 Gb NIC interface.

s ETH2 connects the Enterprise Controller /Proxy Controller to the management
network and must be on the same network as the management port
connections of the Agent Controllers. Configure the ETH2 IP address,
netmask, and gateway to enable connectivity to the Agent Controller's
management port IP addresses. ETH2 must be a 100 Mb NIC interface.

s The DHCP service allocates IP addresses to the Agent Controllers for
provisioning operating systems.

= Agent Controllers

s The management port connects the Agent Controller to the management
network and must be on the same network as the ETH2 connection of the
Enterprise Controller /Proxy Controller. The management port must be a 100
Mb connection.

= ETHO connects the Agent Controller to the data and provisioning network to
provide corporate network access to the Agent Controller. ETHO connection
must be on the same network as the ETH1 connection of the Enterprise
Controller/Proxy Controller. ETHO must be a 1 GB connection.

Combined Provisioning, Data, and Management Network

= Figure 7-11 shows the least secure system and network.

= No additional NIC is needed for the Enterprise Controller /Proxy Controller.
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Figure 7-11 Combined Provisioning, Data, and Management Network
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= Enterprise Controller/Proxy Controller

= ETHO connects the Enterprise Controller/Proxy Controller to the corporate
network to provide external access. Configure the ETHO IP address, netmask,
and gateway to meet corporate connectivity requirements.

= ETH1 connects the Enterprise Controller/Proxy Controller to the combined
management, provisioning, and data network and must be on the same
network as the MGMT and ETHO connections of the Agent Controllers. Only
the Enterprise Controller /Proxy Controller and the Agent Controllers must
reside on the combined network. ETH1 must be a 1 GB NIC interface.

»  The DHCP service allocates IP addresses to the Agent Controllers for
provisioning operating systems.

= Agent Controllers
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s Each Agent Controller's management port connects the Agent Controller to
the management, provisioning, and data network and must be on the same
network as the ETH1 connection of the Enterprise Controller/Proxy
Controller. The management port must be a 100 MB connection.

s ETHO connects the Agent Controller to the management, provisioning, and
data network, and must be on the same network as the ETH1 connection of
the Enterprise Controller /Proxy Controller. ETHO also connects the Agent
Controller to the data network through the switch to provide external
corporate network access to the Agent Controller. ETHO must be a 1 GB
connection.

Firewall Rules

The Enterprise Controller must reach some external sites. If you have explicit firewall
rules enabled to allow access to these services from your Enterprise Controller, you
must update these rules to allow access to the addresses in Table 7-5.

Table 7-5 IP Address and Port Requirements

Site IP Address Port Purpose

https://java.net/projects/oc-doc | 192.9.164.103 Port 443 Updates to OCDoctor utility

tor/downloads

https://java.net/projects/oc-clu | 192.9.164.103 Port 443 Access to Oracle Solaris Cluster profiles and

ster-profiles scripts.

login.oracle.com 141.146.8.119 Port 443 Logging into Oracle sites

updates.oracle.com 141.146.44.51 Port 443 Access to Oracle Knowledge Base for OS
updates

inv-cs.oracle.com 192.18.110.10 Port 443 Product registration

hs-wsl.oracle.com 192.18.110.11 Port 443 Product registration

support.oracle.com 141.146.54.16 Port 443 My Oracle Support

www.oracle.com 96.17.111.33 Port 80 -

96.17.111.49

aru-akam.oracle.com na Port 80 Provides local IP addresses to optimize
download speed. Use nslookup to resolve
the IP address, add the address to the
/etc/hosts file, and open the firewall for
the address.

a248.e.akamai.net na Port 443 Provides local IP addresses to optimize

download speed. Use nslookup to resolve
the IP address, add the address to the
/etc/hosts file, and open the firewall for
the address.

Network Port Requirements and Protocols

The Enterprise Controller's default port is 443. If port 443 is in use, the Enterprise
Controller uses Port 11165. Table 7—6 describes all the required ports and their

protocols.
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Table 7-6 Required Ports and Protocols

Communication Direction

Protocol and Port

Purpose

Enterprise Controller

Port 443, then Port 11165
Port 8005

Enterprise Controller in
Disconnected mode

Enterprise Controller

Port 443, then Port 11165

Enterprise Controller in Connected
mode

Browser to Enterprise Controller

HTTP, TCP: Port 80

Redirects to port 9443

Browser to Enterprise Controller

HTTPS, TCP: Port 9443

Web interface

Enterprise Controller to Local
Database

Port 11176

Oracle Listener port

Enterprise Controller to Proxy
Controller

SSH, TCP: Port 22

ICMP ping: Type 8 Code 0 (echo
request

Enterprise Controller installs or
upgrades a Proxy Controller
through the UL

Proxy Controllers to Enterprise
Controller

HTTPS, TCP: Port 443

Proxy Controller pushes data about
assets to Enterprise Controller.

Proxy Controller pulls data for jobs,
updates, Agent Controllers, and OS
images from the Enterprise
Controller.

Proxy Controllers to Enterprise
Controller

HTTP: Port 8004

WAN Boot traffic

Proxy Controllers to Enterprise
Controller

ICMP ping: Type 0 Code 0 (echo
reply)

During upgrades, Proxy Controllers
use ICMP ping.

Remote Proxy Controller to
Enterprise Control through an SSH
Tunnel

SSH, Port 21161

When a Proxy Controller is
deployed on a network outside of
the firewall, the SSH Tunnel and
Port 21161 change the direction of
communication so that the remote
Proxy Controller does not initiate
communication with the Enterprise
Controller.

Proxy Controller to ALOM or XCSF
Service Processors

SSH, TCP: Port 22 or Telnet, TCP:

Port 23
SNMP, UDP: Port 161

TCP: Port 6481 (for discovery by
service tags)

Proxy Controller discovers,
manages, and monitors the service
processor.

Proxy Controller to ILOM Service
Processors

SSH, TCP: Port 22
SNMP, UDP: Port 161
IPMI, TCP, UDP: Port 623

TCP: Port 6481 (for discovery by
service tags)

Proxy Controller discovers,
manages, and monitors the service
processor.

Proxy Controller to ALOM or XCSF
Service Processor

FIP, TCP: Port 21

Proxy Controller provisions
firmware on an ALOM service
processor. Port 21 transfers the
firmware image. A transient
random port is opened for the
duration of the operation.

Proxy Controller to ILOM Service
Processor

TFTP, UDP: Port 69

Proxy Controller provisions
firmware on an ILOM service
processor. Port 69 transfers the
firmware image. A transient
random port is opened for the
duration of the operation.
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Table 7-6 (Cont.) Required Ports and Protocols

Communication Direction

Protocol and Port

Purpose

Service Processor to Proxy
Controller

SNMP, UDP: Port 162
ICMP ping: Type 0 (echo reply)

For monitoring hardware, the
service processor sends SNMP traps
to the Proxy Controller.

For a failed connection, Proxy
Controller receives ICMP ping Type
3 (destination unreachable).

Proxy Controller to OS Host

SSH, TCP: Port 22 or Telnet, TCP:
Port 23

TCP: Port 6481 (for discovery and
monitoring by service tags)

ICMP, Type 0 Code 0 (echo reply)

Proxy Controller discovers,
manages, and monitors an asset.

Proxy Controller to OS Host

DHCP, UDP: Port 67

Proxy Controller provisions an OS.

OS Host to Proxy Controller

HTTP, TCP: Port 8004

Oracle Solaris 11 Automated
Installer Web Server: Port 5555 to
accept requests from the OS Host
during provisioning

= For provisioning by DHCP, the
opened port is on the Proxy
Controller.

= For provisioning by WAN
Boot, the opened port is on the
Enterprise Controller or a
Proxy Controller.

OS Host reports status of OS
updates and status of Agent
Controller installation.

OS Host downloads Agent
Controller archive file.

OS Host to Proxy Controller

DHCP, UDP: Port 68
TFTP, UDP: Port 69
TCP+UDP: Port 37
HTTP, TCP: Port 8004

OS Host responds to Proxy
Controller inquiries during
bare-metal OS provisioning

Agent Controller to Proxy
Controller

HTTPS, TCP: Port 21165

Agent Controllers push asset data
to Proxy Controller.

Agent Controllers pull data for jobs.

Agent Controller to Proxy
Controller

HTTPS, TCP: Port 8002

Agent Controllers pull updates
from Proxy Controller.

Agent Controller on Oracle Solaris
OS or on Oracle hardware to
co-located Proxy Controller

SNMP: Port 1162, or a port in the
range of 1100 through 1200

For monitoring assets, the Agent
Controller sends trap notifications
and fault management alerts (FMA)
to the Proxy Controller as local
traffic. Because the Proxy Controller
is using Port 162, a co-located Agent
Controller uses Port 1162, if it is
available, or a port in the range of
Ports 1100 through 1200.

Java client to public APIs

TLS: Port 11172

JMX access from clients
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Table 7-6 (Cont.) Required Ports and Protocols

Communication Direction

Protocol and Port

Purpose

WMI client on Proxy Controller to
Agent Controller

Port 11162

WMI client resides on the Proxy
Controller and communicates with
the WMI server on the Agent
Controller.

The Proxy Controller uses the
DCOM protocol to monitor a
Windows system. The Proxy
Controller opens a TCP connection
to the Windows DCOM registry
port, TCP 135, which provides a
lookup service to the WMI scripting
DCOM object. The Proxy Controller
connects to the DCOM object. The
port number for this connection is
allocated by the Windows system.

Proxy Controller to NFS server

Use an NFS server that is on the
same side of the firewall as the
Proxy Controller.

Refer to your OS documentation to
set up the NFS server.

Proxy Controller pulls provisioning
images from NAS Library

Global Zones or Oracle VM Servers
to NFS server

Use an NFS server that is on the
same side of the firewall as the
Proxy Controller.

Refer to your OS documentation to
set up the NFS server.

Global Zones and Oracle VM
Servers push their metadata and
virtual host images to NAS Library

OCDoctor to java.net

HTTPS, TCP: Port 80

Acquires product updates.

Related Resources for Networks

For instructions in performing actions or to learn more about the role of this feature,
go to one of the following resources.

s For end-to-end examples, see the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm

s For the Sun Ethernet 10GbE Fabric switch, see

http://docs.oracle.com/cd/E19934-01/index.html

s For Sun Datacenter InfiniBand switch and gateway, see
http://docs.oracle.com/cd/E19654-01/index.html
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Plans and Profiles

This chapter provides an overview of the concepts of profiles, policies, and plans.
Detailed information is covered in the corresponding feature chapters.

The following information is included:

= Introduction to Plans and Profiles

= Roles for Plans and Profiles

= Actions for Deployment Plans

= Location of Profiles and Plans in the User Interface
= Operational Profiles and Plans

= Profiles and Policies

= Deployment Plans

= Related Resources for Plan Management

Introduction to Plans and Profiles

Oracle Enterprise Manager Ops Center uses a combination of profiles and plans to
reduce complexity and increase consistency when you perform standard management
and operational activities. Templates are available in the Plan Management section of
the UL You use templates to create customized profiles and plans for your
environment.

The software uses profiles and plans to create a reusable set of procedures to perform
tasks, such as provisioning and updating. You create, manage, and access all profiles
and plans in the Plan Management section of the user interface.

A profile defines how a task is performed and enables you to define what is allowed,
and not allowed, to be installed on a system. A plan provides the steps to complete an
operation, defines the targets upon which the tasks are performed, and enables you to
deploy the profile to the targets. Together, plans and the associated profiles enable you
to define operations. You create your own profiles and plans from a set of templates.

Plan Management contains three basic components:

s Operational Profiles and Plans: Perform one or more operational activities, such as
scripts and utilities to fix common problems, monitoring rule configurations and
thresholds, and a knowledge base that you can create based on the incidents that
occur in your environment.

= Profiles and Policies: Profiles define the configuration of components for a specific
type of system and task, such as the naming schema and configuration options to

Plans and Profiles 8-1



Roles for Plans and Profiles

use when creating a new Oracle Solaris 10 zone. Update policies define the level of
interaction you want when applying patches and packages.

= Deployment Plans: Perform standard management activities, such as provisioning
and creating Oracle Solaris Zones.

To see all profiles and plans, expand Plan Management in the Navigation pane. Select
the profile or plan to see the available actions. For each plan, you can define the course
of action to take when a step cannot be completed on a target. You can choose to stop
the job at the first failure, or attempt to complete as much as possible.

Deployment plans are all based on a set of pre-defined templates. You can use the
available templates to create customized profiles and plans for your data center. Some
templates are designed for simple tasks and other, more complex plans, are designed
to perform a series of functions. You can build complex plans by combining existing
plans, for example, adding an operational profile and plan to the end of a deployment
plan.

Roles for Plans and Profiles

The following table lists the tasks and the role required to complete the task. Contact
your administrator if you do not have the necessary role or privilege to complete a
task. See the Oracle Enterprise Manager Ops Center Administration Guide for information
about the different roles and the permissions they grant.

Table 8—1 Plan Management Roles and Permissions

Task Role

View a profile or plan Read

Create a profile or plan Profile Plan Administrator
Edit a profile or plan Profile Plan Administrator
Copy a profile or plan Profile Plan Administrator
Delete a profile or plan Profile Plan Administrator
Create a profile or plan Profile Plan Administrator

Actions for Deployment Plans
After you create a profile and plan, you can perform the following actions:
= Editing a Profile
= Editing a Deployment Plan
= Copying a Deployment Plan
= Deploying a Plan
= Deleting a Deployment Plan

Editing a Profile

Editing a profile enables you to change the profile configuration. Changing values
other than the name or description will create a new version. When a profile is
referenced by one or more deployment plans, the default action is to update the
referring plans to the new version.

Perform the following steps to edit a profile:
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Expand Plan Management in the Navigation pane.

2. Expand the Profiles and Policies navigation tree, then select a profile.
3. Click Edit Profile.
4. Complete the changes, then click Finish.

Editing a Deployment Plan

You can edit the deployment plan details, alter the plan configuration by skipping
steps in the plan, change the profile or plan bound to each step, or save the plan under
a different name to create a new plan.

Note: When you edit a deployment plan that is referred to by
another plan, for example, in a nested plan, the referring plan is not
automatically updated to refer to the edited plan's version. You must
manually modify the referring plan if you want it to use the modified
version.

Perform the following steps to edit a plan:

1.
2.

Select Plan Management from the Navigation pane.
Use one of the following methods to select the Edit Deployment Plan option:

s Method 1: Select the deployment type from the tree and select a plan from the
list to enable the icon. Click the Edit Deployment Plan icon.

s Method 2: Expand the selected deployment type and select a plan from the
list. The plan details appear. Select Edit Deployment Plan from the Actions
pane.

Edit the following details of the plan:

= Plan Name: Edit the name to create a new plan. You create a new plan when
you modify the plan name.

»  Description: Provide a description of the plan.

= Failure Policy: Select whether you want the plan execution to stop at failure or
complete as much as possible.

Configure a step of the plan by setting or changing the associated profile, or by
creating a new profile.

(Optional) Edit the plan by replicating the steps and associate targets depending
on the type of plan selected.

Click Save to save any changes made to the plan. When you have changed the
name, a new plan is saved with the version v1.

Copying a Deployment Plan

You can copy an existing deployment plan, rename it, and create a new plan.

Perform the following steps to copy a plan:

1.
2.

Select Plan Management from the Navigation pane.

Use one of the following methods to select Copy Deployment Plan:
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= Method 1: Select the deployment type from the tree and select a plan from the
list to enable the Copy Deployment Plan icon. Click the Copy Deployment
Plan icon.

= Method 2: Expand the selected deployment type and select a plan from the
list. Select Copy Deployment Plan from the Actions pane.

3. Edit the following details of the plan:
s Description: Provide a description of the plan.

= Plan Name: By default, the plan name is Copy of <plan name>. For example,
Copy of Firmware Update. You can modify the name.

s Failure Policy: Select whether the plan execution is to stop at failure or
complete as much as possible.

4. Configure a step of the plan by setting or changing the associated profile or by
creating a new profile.

5. Edit the plan by replicating the steps and associate targets, depending on the type
of plan selected.

6. Click Save the new plan. A new plan is saved with the version v1.

Deploying a Plan

When you deploy a plan, you select the target assets against which the plan is
executed. After you select the targets, you have the option to temporarily override the
profile configuration for specific assets before you deploy the plan.

Many actions use deployment plans. See the How To library at
http://docs.oracle.com/cd/E27363_01/nav/howto.htm for end-to-end examples.

Deleting a Deployment Plan

You can delete a deployment plan or only a version of the plan. When the selected
deployment plan is not referenced by any other plans, you can confirm deleting the
plan or its version. When the plan is used in other plans, the Delete Deployment Plan
option is not enabled.

Perform the following steps to delete a plan:
1. Select Plan Management from the Navigation pane.
2. Use one of the following methods to select Delete Deployment Plan option:

s Method 1: Select the deployment type from the tree. The plans of that type are
listed in the center pane. Select a plan from the list. The Delete Deployment
Plan and Delete Version icon is enabled. Click Delete Deployment Plan or
Delete Version.

= Method 2: Expand the selected deployment type and select a plan from the
list. Select Delete Deployment Plan or Delete Version from the Actions pane.

3. C(Click Delete to confirm the delete action.
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Location of Profiles and Plans in the User Interface

Table 8-2 Location of Profile and Plan Information in the Ul

Object

Location

Operational Plans

Expand the Plan Management section of the Navigation pane, then scroll down to
Operational Plans.

Operational Profiles  Expand the Plan Management section of the Navigation pane, then scroll down to

Operational Plans. Operational Profiles are in the Operational Plans section. Click
Operational Profiles for a list of available profiles.

Deployment Plans Expand the Plan Management section of the Navigation pane, then scroll down to
Deployment Plans. Click Deployment Plans for a list of existing plans. To locate a specific
plan, expand the folder for the plan you want, such as Configure RAID.

Profiles Expand the Plan Management section of the Navigation pane, then scroll down to Profiles

and Policies. Click Profiles and Policies for a list of existing profiles. Expand the folder for
the type of profile you want, such as RAID Controller.

Overview of Version Control

Profiles and plans versions are numbered sequentially. When you create a profile or
plan, the version number is one. When you edit a profile or plan, you create a version
that is referenced by a new number.

When you create a version, you have the option to automatically change the related
plan during the update. When you do not choose that option, the operational and
deployment plans that are using the profile are not updated with the new version. For
example, you have a firmware profile that is using firmware image A, the profile
version is one. You want to update the profile to use the latest firmware image, B.
When you update the profile to change the image to B, version two of the profile is
created. When you have five plans that are using version one of the firmware profile,
all of those plans continue to use version one and image A. When you want the plans
to use image B, you must manually update the plans to reference version two of the
profile.

The same is true for plans. When you edit a deployment plan that is referred to by
another plan in a complex plan, the referring plan is not automatically updated to refer
to the edited plan's version unless you choose the option when you edit the plan.

You can view version details by highlighting the plan, then clicking the View Version
Details icon. Use the arrows to view the different versions. When you want a plan to
use the new version of the profile, edit the plan and associate it with the correct
version of the profile. You can edit the following fields in an Operational Plan:
Description, Failure Policy, and Associated Profile. You cannot edit the name of a
profile or plan. When you want a different name, you must copy or create a profile
and plan.

You can delete a version of a profile or plan. When you delete a version and more than
one version exists, the previous version becomes the default. When only one version of
the plan exists, both the profile and plan are deleted. When the plan is used in other
plans, then the Delete Deployment Plan option is not enabled.

Operational Profiles and Plans

Operational profiles are designed to assist you in the day-to-day operation of your
data center.
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An Operational Profile performs one or more tasks needed to operate your
environment. The profile contains a single shell script and can include asset attributes
as environmental variables. For each profile, you can choose one of the following types
of shell scripts:

s EC Shell: The script runs only on the Enterprise Controller and is executed with
the logged-in user's credentials.

= Remote Shell: The script can run on any managed system that contains a remote
agent and is executed with root permissions.

You have the option of adding two types of variables to operational profiles:

= System defined variables: Use these variables to define specific information in the
script. The following are software-specific variables:

- $OC_TARGET_NAME
- $0C_JOB_ID

- $OC_SASL_FILE

- $OC_UEFN

- $OC_TARGET_TYPE

= Additional Variables: Use these variables to add information to the script and
enable users to change that information when they execute the operational plan.
Additional variables are user-defined.

A list of supported asset attributes is available in Appendix A, "Asset Attributes".

You must have an Operational Plan to execute an Operational Profile. When you
create an Operational Profile, the default action also creates an Operational Plan. You
use the plan to execute the profile on a managed resource or group of resources, such
as performing state changing actions.

You can create a simple plan, such as disabling print capabilities, and deploy the plan
across a group of resources in your data center. A more sophisticated example is to
create several Operational Plans and add them as steps in a complex type Deployment
Plan. For example, you can create an Operational Plan to shut down all logical
domains and another Operational Plan to shut down an Oracle VM Server for SPARC.
You can then add these plans as steps in a complex Deployment Plan.

Actions for Operational Profiles and Plans

You can perform the following actions, depending on the role:
s Creating an Operational Profile and Plan

= Editing an Operational Profile or Plan

s Copying an Operational Profile

s Deleting an Operational Profile or Plan

Creating an Operational Profile and Plan

An Operational Plan defines how an Operational Profile is deployed, and against
which targets. By default, creating a profile also creates an Operational Plan.

You can save a shell script on the Enterprise Controller and download it into the plan,
or you can enter the script in a field when you create the plan. Both types of shell
scripts are executed by the user. They differ in the location, either on the Enterprise
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Controller or on the remote Agent, and the user credentials needed to execute the
profile.

An operational plan defines the targets and failure policy for an operational profile.
The profile defines one or more operations that are to be performed on a managed
resource or group of resources. For example, deploying thresholds onto a managed
resource, or performing state changing actions such as shutting down all logical
domains and then shutting down an Oracle VM Server for SPARC.

The profile uses a shell script to define the operations. When you do not have an
operational profile, you can create a profile when you create the plan. When you create
the profile, either download a shell script that is on the Enterprise Controller (EC Shell
script), or enter the shell script (Remote Shell script) in the profile. The EC Shell and
Remote Shell are both shell scripts that are executed by the user. They differ in the
location (on the Enterprise Controller or on the remote Agent) and manner (user
credentials) of the execution. The EC Shell is executed with the credentials of the user
that is logged in. The Remote Shell can run on any managed system that contains a
remote agent and is executed with root permissions.

Perform the following steps to create an operational profile and plan:

1. Expand Plan Management in the Navigation pane, then click Operational
Profiles.

2. C(Click Create Profile.

3. Name the new profile and add a description. Select a subtype from the list to
identify the type of target for this profile. Click Next.

4. Define the script, then click Next.
a. Define the type, either EC Shell or Remote Shell.
b. Define the time out parameters.

c. Enter the script in the Script field, or click Load if you are loading an EC Shell
script that is saved on the Enterprise Controller. Click View System Variables
to see the available software-specific variables.

5. (Optional) Add user-defined variables in the Specify Additional Variables page.
Click Next.

6. Review, then click Finish.

Editing an Operational Profile or Plan

When you edit a profile or plan, you create a version. When you create a version, you
have the option to automatically change the related plans during the update. See
Overview of Version Control for how versions are maintained.

You can view version details by highlighting the plan, then clicking the View Version
Details icon. Use the arrows to view the different versions. When you want a plan to
use the new version of the profile, edit the plan and associate it with the correct
version of the profile. You can edit the following fields in an Operational Plan:
Description, Failure Policy, and Associated Profile. You cannot edit the name of an
Operational profile or plan. When you want a different name, you must copy or create
a Operational Profile and Plan.

Copying an Operational Profile

You can copy an existing operational profile, rename it, and create a new profile and
plan.
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Expand Plan Management in the Navigation pane, then click Operational
Profiles.

Select the profile in the center pane that you want to copy, then click the Copy
Profile icon. Or you can double-click the profile in the center pane to display
actions in the Actions pane.

Rename the new profile you are creating and revise the description, then click
Next.

(Optional) Edit the script. Click Next.
(Optional) Edit the variables in the Specify Additional Variables page. Click Next.

Review, then click Finish.

Copying an Operational Plan

You can copy an existing operational plan, rename it, and create a new profile and
plan.

1.
2.

Expand Plan Management in the Navigation pane, then click Operational Plans.

Select the plan in the center pane that you want to copy, then click the Copy Plan
icon. Alternatively, double-click the plan in the center pane to display actions in
the Actions pane.

Rename the new plan you are creating and revise the description. You can choose
to change the Failure Policy for the new plan and change the Operational Plan
steps. You can change the associated profile or plan for each step. To change the
profile or plan, click the associated profile or plan to select from a list of available
options. To add additional steps, click the Replicate Step icon, then select the
profile or plan from the list to associate with that step. Click Save.

(Optional) Edit the script. Click Next.
(Optional) Edit the variables in the Specify Additional Variables page. Click Next.

Review, then click Finish.

Deleting an Operational Profile or Plan

You can delete a version of a profile, or you can delete all versions of the profile and
the associated plan.

You cannot delete a version of an operational plan version unless you created the
version. Deleting a version of a plan might impact the Incident Knowledge Base or
deployment plans that reference the version. Before deleting a version, verify that the
version is not being used.

Note: When you delete a version and more than one version exists,
the previous version becomes the default. When only one version of
the plan exists, the operational profile and plan are deleted.

Profiles and Policies

Profiles and policies define how a job is performed and the level of interaction.
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About Policies

Policies are lists of actions that are explicitly approved or denied. Policies are specific
to OS update and define the amount of user interaction you want when applying OS
patches and packages. For example, you might want to automate applying fixes
without user interaction, but you might want to pause a job and require user approval
before performing a downgrade or uninstall. You can also deny certain actions, such
as installing uncertified patches or packages.

Policy settings are hierarchical. When you have not defined a policy for a component,
the policy for that component's parent applies. For example, it is possible to create a
policy that allows the system to install a given component, but prohibits installing
specific versions of that component.

For more information about update policies, see "Creating Update Policies".

About Profiles

Profiles define how a standard management tasks are performed. With the help of
wizards, you create a customized set of profiles. Once created, authorized users can
use the profiles to perform tasks, such as discovery and provisioning. The software has
pre-defined profiles for some common OS tasks, such as reboot and check for installed
security patches. You can choose to use the pre-defined profiles for those actions or
create your own.

Profiles are organized in the Ul by category. The profiles are discussed in more detail
in various sections of the documentation. The following are the profile categories and
where you can find more specific information about that task and profile:

s Discovery: See Chapter 2, "Asset Management"

»  Service Processor: See Chapter 11, "Hardware"

= RAID Controller: See Chapter 11, "Hardware"

s Firmware: See Chapter 11, "Hardware"

s Dynamic System Domain: See Chapter 11, "Hardware"

s OS Provisioning: See Chapter 12, "Operating Systems"

s Logical Domain: See Chapter 15, "Oracle VM Server for SPARC"
= Solaris Zone: See Chapter 14, "Oracle Solaris Zones"

= Virtual Machine: See Chapter 16, "Oracle VM Server for x86"
= BIOS Configuration: See Chapter 11, "Hardware"

= Boot Environment: See Chapter 12, "Operating Systems"

= Storage Appliance Update: See Chapter 11, "Hardware"

s Update Policies: See Chapter 13, "Operating System Updates"
s Update Profiles: See Chapter 13, "Operating System Updates"

With the exception of the Discovery profile, these types of management profiles
require a deployment plan to execute the tasks on specific targets. When you create a
profile, the default setting is to create a corresponding deployment plan. See
Deployment Plans for more information on these types of plans.
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Deployment Plans

Deployment Plans use profiles to perform standard management activities in a
consistent and repeatable manner. A deployment plan defines the sequence of
operations or steps that must be carried out on an asset to deploy it together with the
specification or profile that each step applies and the resources that are required to
apply it such as network addresses and system names.

A comprehensive set of deployment templates is available for you to use to create a
variety of deployment plans. Each template is an unbound deployment plan which
defines the steps of execution, but not the profiles and assets. A deployment template
enable you to define a task and the associated resources (such as images and network
addresses), that are needed to complete the task.

The software provides several plans that contain more than one step. In some cases,
you can associate steps in a plan with another plan. The associated plan is referred to
as a nested plan. You can use nested plans as shared building blocks, much in the
same way as profiles are used. Configuring a single nested plan once and reusing it in
many other plans reduces the number of individual operations that you must
complete in the UL The templates appear in the user interface in alphabetical order,
not by type. However, it is useful to categorize the plans as simple, multi-step, and
complex. See the different categories for a description of the plans.

The following lists the plans that are located in each category:
= About Simple Deployment Plans

- Configure RAID

- Configure Service Processor

- Provision OS

- Update Firmware

- Update BIOS Configuration

- Update Storage Appliances

- Create Oracle Solaris Zones

- Create Virtual Machines
= About Multi-Step Deployment Plans

- Install Server

- Create Dynamic System Domain

— Create Logical Domains

- Software Deployment/Update

- Update Solaris 11 OS

—  Create Boot Environment

- Update Firmware and Install Oracle VM Server for SPARC
= About Complex Deployment Plans

- Configure M-Series Hardware, Create, and Install Domain

- Configure Server Hardware and Install OS

- Configure and Install Dynamic System Domain

- Configure and Install Logical Domains
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